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FOREWORD

The Institute

The Australian Institute of Professional Intelligence Officers (AIPIO) is the peak
representative body for intelligence professionals in Australia. It represents
practitioners in all domains of intelligence practice and from all sectors believing that
integrating traditional and emerging intelligence domains is crucial for enhancing
Australia’s national intelligence enterprise’s resilience and connecting all sectors.
Through the breadth of its programs and activities, the AIPIO works to create

and nurture connections and collaboration while growing the intelligence body of
knowledge (IBOK).

Roundtable Facilitator

Dr Phil Kowalick, AIPIO's President for the past ten years, has introduced a range

of initiatives that have empowered the Institute to grow, to provide greater support
for intelligence practitioners, and to ensure the growing professionalisation of
intelligence in Australia. Phil is a thought leader in intelligence, law enforcement and
national security. A former senior executive officer with the Australian Federal Police
(AFP) for over 34 years, he played a key role in many of Australia's most important
law enforcement programs and initiatives.

Roundtable Panel

Chris Taylor, Head of ASPI's Statecraft and Intelligence Centre within the National
Security Program, is an experienced Australian national security official currently on
long-term leave from the Australian Government. His research includes emergent
and emerging issues facing intelligence services internationally and in Australia, the
place of intelligence agencies in democracies, and role of intelligence in the conduct
of statecraft.

Dr Miah Hammond-Errey, founding CEO of Strat Futures Pty Ltd and host of
the Technology & Security podcast, guides organisations and advises leaders
on emerging technologies, intelligence, data, national security, cybersecurity
and leadership. Miah spent 18 years leading federal government analysis and
communications activities in Australia, Europe, and Asia.

Jane van Tienen, Chief Intelligence Officer at OSINT Combine, is a seasoned
professional in intelligence and operations driving intelligence strategy, strategic
communications, thought leadership in open-source intelligence capabilities. Prior to
this role, Jane held various senior executive positions at the Australian Department
of Home Affairs, including a tenure as Minister Counsellor and Senior Diplomat at the
Embassy of Australia in the United States.

Nigel Johns, Investigation Unit Specialist, Cellebrite ANZ, spent over 20 years with
the Queensland Police Service (QPS) and now supports law enforcement agencies
with digital forensic solutions that play a crucial role in expediting justice.

Proceedings Editor

Brett Peppler, Managing Director of Intelligent Futures Pty Ltd, provides intelligence-

led approaches for managing uncertainty in strategic planning. Brett is a Fellow, Past
President, and Life Member of AIPIO, with over 45 years’ experience as a professional
intelligence officer
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ADF Australian Defence Force

AFP Australian Federal Police

AGO Australian Geospatial Intelligence Organisation

Al Artificial Intelligence

AIPIO Australian Institute of Professional Intelligence Officers

ASD Australian Signals Directorate

ASIO Australian Security Intelligence Organisation
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ODNI Office of the Director of National Intelligence (US)

ONI Office of National Intelligence (AS)

OSINT Open-source Intelligence

PPP Public Private Partnerships

QPS Queensland Police Service

REDSPICE An investment in the Australian Signals Directorate in response to the
deteriorating strategic circumstances in our region and intended to
deliver forward-looking capabilities essential to maintaining Australia's
strategic advantage and capability edge over the coming decade
and beyond.

SIF Sovereign Investment Fund
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OVERVIEW
BY THE EDITOR

The Independent

Intelligence Review (IIR) 2024

is a pivotal assessment of

Australia’s national intelligence

community, designed

to enhance operational

capabilities and address

contemporary security
challenges.
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The AIPIO Roundtable series is a key component of the Institute’'s commitment

to thought leadership in the intelligence profession. These major events feature a
panel of prominent intelligence industry leaders from government, academia, and
other sectors engaged in a facilitated discussion on a contemporary issue facing the
intelligence profession.

The Independent Intelligence Review (IIR) 2024 is a pivotal assessment of Australia’s
national intelligence community, designed to enhance operational capabilities and
address contemporary security challenges. This comprehensive review builds upon
the foundation established by the 2017 IIR, focusing on the critical intersection of
economic security and national defence, particularly in response to growing threats
such as cybersecurity breaches and foreign interference. The 2024 IR seeks to
ensure that Australia’s intelligence efforts are robust, adaptable, and integrated into
broader national policy-making frameworks." %3

Among its key recommendations, the 2024 IR capitalises the necessity for
innovation in intelligence operations, highlighting the importance of incorporating
advanced technologies, such as artificial intelligence, into analytical processes.

It also advocates for improved inter-agency collaboration and public transparency
through a policy for the declassification and release of intelligence materials.

These reforms aim to foster public trust while addressing oversight concerns
regarding the powers of intelligence agencies, particularly in the context of proposed
legislative changes that could expedite operations during emergencies.™*>6

The 2024 1IR has ignited discussions surrounding the balance between enhancing
intelligence capabilities and safeguarding civil liberties. Critics have raised concerns
about the implications of new powers for agencies like the Australian Security
Intelligence Organisation (ASIO), particularly regarding privacy rights and potential
overreach. Additionally, the need for greater community engagement and transparent
communication has been underscored as vital for maintaining public confidence in
national security efforts.” 8

Ultimately, the 2024 |IR represents a significant commitment to strengthening
Australia’s intelligence capabilities in a rapidly evolving global landscape, ensuring
that the national intelligence community is not only responsive to current threats but
also prepared for future challenges through innovative strategies and collaborative
frameworks.®6°

AIPIO observes the Chatham House Rule during the conduct of its events.

The Roundtable Panel's responses to questions by the Facilitator have been
anonymised and randomised to prevent attribution to the individual or their agency.
Al-assisted technology was used in the writing process for this Proceedings, but only
to improve the language and readability of the product.
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The Independent Intelligence Review (IIR) 2024 was a lengthy tome, as those

who've read it from cover to cover will acknowledge. But in going through the Review,
| noticed some of the synergies between the IIR and the Defence Strategic Plan and
the Defence Review.

Five key synergies that | noticed before we move into the questions for the
Roundtable Panel:

- Distinguishing between whole of government and whole of nation approaches.
- Deep integration and interoperability between defence and intelligence.

+ Alignment of strategic priorities and objectives.

+ Commitment to innovation and capability development; and

+ Focusing on national resilience and preparedness.

In all, the Review identified 67 recommendations informed by consideration of

major trends in the current global security landscape, lessons learned from the 2017
IR, and finally looking to the future to how we as an intelligence community can
strengthen our capabilities, skills and capacity for innovation to meet the demands of
the contemporary era.

| posed seven questions to the Roundtable Panel.

+ Which of the review's recommendations do you believe will have the most
significant long-term impact on Australia’s intelligence posture and why?

+ The Review calls for sustained and targeted investment to ensure the national
intelligence community reminds agile and future ready. In your view, which areas
require investment most urgently?

+ Do the Review’s recommendations match what's really needed in today’s national
security planning? Are there any gaps where intelligence and defence should
work more closely together?

+ The Review highlights economic security as a growing priority for the intelligence
community. How well do you think the recommendations position Australia to
protect its economic interests in an increasingly contested global environment?

- The Review underscores the importance of improving early warning capabilities
for emerging crises. How well do you believe the recommendations strengthen
Australia’s ability to anticipate and respond to fast moving or unexpected threats?

+ The Review recommends expanding the use of open-source intelligence (OSINT)
to complement traditional classified sources. In your view, what are the key
opportunities and risks in scaling up OSINT capabilities across the intelligence
community?

+ How well did the Review prepare Australia’s intelligence community to respond to
today’s shifting geopolitical landscape?

The Roundtable Panel’s responses to these questions form the remainder of this
Intelligence Proceedings.
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Question 1: Which of the review's
recommendations do you believe will have
the most significant long-term impact on
Australia’s intelligence posture and why?

VViewpoint A

The government must accept the recommendations about the intelligence-policy
interface and fully implement them. The intersection between them is so critical.
Intelligence scholars in the US and UK have written widely about the intelligence-
policy interface. This interface is especially important now as well. With incredible
technology focused on the right threats providing insights or even warning of events
is completely redundant if decision makers don't act on it. It is fundamental that we
get the settings just right for contemporary circumstances otherwise intelligence
won't be able to do its job.

Many of the recommendations in this Review suggest more needs to be done

from government as well — it is not just an intelligence responsibility. This is about
government leaning in. The Review’s recommendations were couched in ways that
intelligence agencies can provide briefings to politicians and political office holders
and so on. But the Review also talks about improved contestability skills, technology
and oversight, and | think we can see in many of the geopolitical events over the past
few years where that intelligence-policy divide might have broken down or might be
in disrepair. When a breakdown happens, it's difficult for political leaders to unify a
country, and it's difficult for intelligence practitioners to perform their job to the best
of their ability.

VViewpoint B

The thing that struck me was probably technological enablement; how that fits into
intelligence production, as well as the need to balance legislation, privacy, human
rights and emerging opportunities such as Al. | think technological enablement was
a thread right through the Review.

Technological enablement is very forward thinking and forward focused, which

is where the consideration must be. The advancements in Al, even in the last 12
months, probably outpace the last 10 years. It's just so rapid and so changing that
the ability of the national intelligence community to keep up is probably questionable.

The pace of technological change means we must have regular ongoing reviews,
otherwise there's a chance of Australia being left behind. Without regular reviews,
there is a risk we could be using technology in a way that's not appropriate or

unacceptable to society. There must always be accountability to the community.

Viewpoint C

The recommendations with the most significant long-term impact occur at the
intersection of how we're working and what we're working with. The integration
between intelligence and the other arms of government will be crucial to our ability
to deliver in this new context. | also think the emphasis on integration highlights that
intelligence isn't just about classified insights delivered to just a few consumers.
Intelligence must be positioned as a tool of statecraft and necessarily it becomes a
whole of government or even a whole of nation endeavour. This integration also must
involve industry and other players outside of the traditional intelligence community.
OSINT has a key role to play here, as well as the recommendation for the talent
exchange between public and private sector.

The challenge for the government will be implementation. It can't just be about more
tasking because the intelligence community has finite resources. We must try to
increase the learning curve for whole of government and whole of nation in terms of
their expectations of intelligence, how they consume intelligence, and how they use it
appropriately.
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Viewpoint D

| echo the earlier comments on the importance of the intelligence-policy interface.
Australia has spent the last quarter century really building an impressive national
intelligence machinery from quite a low base but there's always more to do. Several
of the Review's 67 recommendations are about improving that machinery. But

the real opportunity and at the same time, the real gap has been, the utilisation

of the insights, the capabilities and the effects that are generated by the national
intelligence machinery.

In terms of decision making and action right across government, we've developed
effective ways of integrating and linking those two things on quite specific targets.
For example, high priorities for government such as the counter terrorism space, in
border operations, as well as the support to the ADF in several of its deployments
over the course of the last 20 years.

A characteristic of all those things, and something that will be integral to better
integration is a clear idea of the national interest at risk. Successful integration
depends on a clearly defined and understood proposition at all levels of government
about what we're trying to achieve. Where there wasn't such a clear sense of the
national interest, the problem ends up being an NIC problem because it matters
more to the NIC than it does to the rest of government.

When it comes to systems, when it comes to clearances, when it comes to people,
when it comes to spaces in the medium term, it is about culture. For the NIC, it's
about making more use of the insights of which it has exclusive access. | think

there is still a place for exquisite, tremendously sensitive, classified intelligence,
while acknowledging the problems of collecting and disseminating it. We need to

be able to make available to decision makers and people engaging in action at the
appropriate level those insights, and that's going to be a real interesting challenge for
the NIC. In the past, we have been able to achieve this in silos but it's something that
must be a much broader in the future as we look to whole of government and whole
of nation solutions.
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Question 2: The Review calls for sustained
and targeted investment to ensure the
national intelligence community remains agile
and future ready. In your view, which areas
require investment most urgently?

Viewpoint A

One of the distinctive features about this Review — compared to IIR 2017, IIR2011,
and even to an extent the Flood Review 2004 — was that this Review came after a
whole series of transformative and historical investments in parts of the national
intelligence community. We saw REDSPICE in ASD, investments in ASIO, and

the modernization program at ASIS ($1.6 billion over the next ten years). These
programs are transformative and meant to reinvent the business models of these
agencies to face the challenges over the course of the next decade.

While the Review did not face a call for investments, the IIR process often is a
catalyst for new investments. There was a $45,000,000 announcement by the
government when they released the public version of the Review, and that was part
of the FY26 budget and mainly around sustaining the National Intelligence Academy
(NIA) = which is run by ONI — as well as starting to implement some of the other
Review's recommendations. However, that amount will not cover the totality of even
those recommendations regarding intelligence-policy integration.

The one area that | think does require investment — without a dollar figure in the
Review — regards the establishment of a national security focused technology
investment fund (Recommendation 36), which is something modelled on the UK
NSSIF. This investment fund is core to our thinking about developing sovereign
intelligence capabilities. The challenge facing the UK NSSIF is the serious

money needed — hundreds of millions of pounds — and bringing together British
Government resources and the resources of British venture capital. So quite where
Recommendation 36 goes, is an interesting proposition, but to me it stood out as
one of the areas that requires a significant degree of investment by the Australian
government going forward.

Viewpoint B

The Review noted the capability existing in the NIC now. The reality is the existing
intelligence workforce — no matter how talented or skilled — is unable to keep

pace with the scale and speed of, let’s call it the data-verse, without serious and
persistent investment. And that investment isn't just in tools, notwithstanding the
growing importance of artificial intelligence (Al). Beyond retooling, it's also about
the infrastructure, the government, the governance, and the people. All those things
are needed to utilise and engage with some of this technology in a powerful way for
effective intelligence outcomes.

There are probably three areas that I'd like to concentrate on when | think about
investment. First, we would need more national security infrastructure, including
things like secure low attribution platforms, cloud enclaves or protected digital
spaces where open and classified data can be fused and tagged and worked with
at scale. The Review does hint at some of that investment — there’s probably much
more detail in the classified version of the Review — but essentially what I'm getting
at here is that we need the infrastructure to ensure that we're mission ready.

Second, the need to invest in the people and tradecraft. To make meaning of this
voluminous amount of information and data that confronts our analysts every day,
we need them to be fluent in data science, Al use, and evaluation on top of the
‘bread and butter’ analytic tradecraft that they still need to be trained in because of
the enduring importance of critical thinking. The Review also observed the need for
broader intelligence literacy that extends to preparing decision makers and policy
teams to know how to ask for and apply intelligence, especially when it comes to
intelligence derived from open sources.
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Third, the need for clear and trusted frameworks for how humans and machines
team together. Some agencies have developed guidance already with the Review
mentioning ASD, and ASIO work on that guidance. But we need system-wide
standards for how we are talking about human-machine teaming to ensure
coherence across the NIC and across government. We could look to the US

for insights here. The USIC has defined how Al evaluation or citation should be
incorporated in intelligence products, especially for finished OSINT products.

The ODNI intelligence community directives (ICD) are useful in this regard. | think we
probably need something similar in Australia.

Viewpoint C

| agree that investments in technology as well as the supporting infrastructure are
vital. However, we must be conscious of the growing cyber threat to technology
systems, especially cyber interference with Al. No matter what technology support
exists, there will always be that need for human oversight. Investment in technology
should go hand in hand with investment in people.

With the fast pace of technology, a danger arises from the time required to
implement the Review's recommendations, which leaves Australia behind before
the next Review. How do we keep pace with technological change? Perhaps we
need annual briefings triggering more regular adaptation and policy development?
Adaptation could include frameworks or even legislation, but adaptation must be
very fluid and very quick. There is also the opportunity to partner with the private
sector because governments never build everything they need.

Viewpoint D

The Review makes some excellent recommendations for improving where we

are now and where we need to be. Arguably, the NIC is a world-class intelligence
community — in peacetime. However, the terms of reference for the Review

asked about the NIC preparedness for crisis and conflict. Yet very few of the
recommendations address what would happen in conflict when those capabilities
and infrastructure are undoubtedly targeted.

Also, many of the technology recommendations in the Review focus on frameworks
and principles, and while they are profoundly important, they take time. In the
meantime, | would invest more to develop the technology literacy of the senior
leadership, especially in Al. This framework — coupled with an expanded national
security infrastructure and the ability to integrate both classified and unclassified
information at scale — would be synergistic.

Importantly, we need to put the recommended new capabilities and infrastructure
in the hands of intelligence practitioners quickly. While speed is important, | would
also caution against robbing the existing Joint Capability Fund (JCF) to fund any
proposed Sovereign Investment Fund (SIF).
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Question 3: Do the Review's
recommendations match what's really
needed in today’s national security planning?
Are there any gaps where intelligence and
defence should work more closely together?

VViewpoint A

There is already a strong overlap between the NIC and the Defence because many of
our intelligence agencies have their origins or are still fundamentally part of Defence.
Also, much of the NIC workforce received intelligence training and experience in
Defence and the ADF. It's important to acknowledge that crossover; however, there

is little consideration of the crossover in the Review. For example, the change in
Defence structure that established the Defence Intelligence Group (DIG) and what
that change in structure might mean for integration and interaction with the NIC.
This integration and interaction will be even more important in times of conflict.

VViewpoint B

Beyond the NIC-Defence relationship, the Review was silent on how information

is shared between the Federal and State agencies. A key concern would be
incompatible platforms and systems that enable information sharing. | imagine that
some systems may be the same, but some different, and when it comes to a time
of conflict or something like that, how would the agencies interact? Incompatible
information platforms and systems across jurisdictions is an important aspect of
national planning for the transition to conflict.

The gaps for me are probably more around the platforms but I'm not suggesting

it is appropriate for all agencies to share a single platform across jurisdictions.

For example, the challenge of mixing classified and unclassified intelligence and the
absence of a universal security classification scheme would be problematic.

Viewpoint C

I'll offer two contradictory propositions at the same time. First, there isn't a
tremendous amount of preparation and exercising under way to make sure that the
NIC and Defence are suitably joined up. In the public realm, there are conversations
between the Australian government and the Australian public about Australia’s
strategic circumstances and about probable futures, which are euphemistically
called preparedness.

Recommendation 20 in the Review — suggesting that the Prime Minister clarify

what will be expected of the NIC in times of conflict — is useful as a starting point.
Particularly when a significant proportion of the NIC is either part of the DIG,

or in the case of ASD has statutory independence within the Defence portfolio.

But other integral parts of the NIC while working closely with Defence sit outside the
Defence portfolio. I'm surprised at the absence of further detail in the public version
of the Review. For example, what does the NIC civilian workforce look like when it's
effectively mobilised, and what does that mean for the way they operate? The current
legislative and regulatory framework that governs the operations of NIC elements,
such as the Intelligence Services Act, was not written for intelligence organisations at
war. The framework is written for a time of very different set of circumstances.

Despite the level of intelligence support to deployed ADF elements since say 1999,
the kinds of strategic circumstances that we're talking about now, the kinds of
scenarios don't look like that. They don't ook like the Solomons, they don't look like
Timor, they don't look like Afghanistan. They don't look like Irag. Increasingly, they
look like strategic circumstances from another generation.
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Second, my contradictory point is that | don't think that the ‘peace-war’ binary is
particularly useful anymore. So even though we are talking about preparation of the
NIC for those earlier kinds of conflict circumstances, the circumstances Australia
and its intelligence community are likely to face going forward will be very different
and difficult to ascertain beforehand. For example, there will be a continuum of
competition, conflict and confrontation, requiring a whole of nation effort extending
well beyond the NIC.

Viewpoint D

| agree, the peace-war binary is no longer useful. There's a lot of ambiguity that we're
dealing with now, including intentionally disruptive activity with plausible deniability
by nation states. This ambiguity might best be navigated by tabletop simulations
and exercising, where the NIC and Defence could test in advance what collaboration
and integration might look like in conflict. For example, what level of ambiguity

and plausible deniability would constitute crisis on that continuum of competition
mentioned earlier. Perhaps there is a role for open-source insights, for example, to be
used to inform public narratives, and sustain public trust in these times of crisis?
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Question 4: The Review highlights economic
security as a growing priority for the
intelligence community. How well do you
think the recommendations position Australia
to protect its economic interests in an
increasingly contested global environment?

Viewpoint A

| commend the emphasis on prioritising economic security in the Review.

The success is going to pivot on how well the NIC can support Treasury and
economic agencies to integrate intelligence capability. The existing intelligence
maturity of the economic agencies is variable. They don't have a big intelligence
bench within those agencies. The Review creates space to lift intelligence capability,
but the implementation needs focused support.

There is an opportunity to use public-private partnerships (PPP) to build capability

in economic agencies through OSINT. For example, there is a range of OSINT-based
insight threat modelling, perhaps even sector-specific training that could be delivered
by industry to supplement what could be provided by the NIC. Globally, OSINT is
being used now effectively to conduct supply chain due diligence investigations often
relating to beneficial ownership. This experience could be leveraged through PPP.

VViewpoint B
| was also pleased to see the emphasis in the Review on economic security. | did
find some of the framing by the reviewers a bit odd in the sense that | see economic

security as a fundamental element of national security. But the language used in the
Review is one of complementarity, which | found a slightly odd formulation.

Putting aside the ‘integral-complementary’ distinction, the important point is that
the Australian government does not see these issues in competition. Arguably,
competition was evident say 15 years ago, when the economic agencies saw the
world very differently to national security agencies. These multiple world views were
unhelpful for Australian policy and strategy formulation.

While bringing economic security concerns into the NIC is a progressive move, it
does raise the question of redeploying and balancing finite amounts of intelligence
capabilities and resources even with the extraordinary growth that has occurred
within the NIC recently. Finding useful ways of deploying other complementary
capabilities, will be necessary to avoid creating some new priority, burden or impulse.

Viewpoint C

It is great to see kind of a system redesign proposed between the economic
agencies and the NIC. But many of the recommendations sat a little oddly with
someone that has historically been a national security practitioner, and | wonder
about the elevation of economic security to the same level as national security.

In my mind economic security sits underneath national security. It might have been
expedient framing to engage industry and others, who are increasingly concerned
with supply chain security and national resilience.

| would also add that the recommendations for a stronger central coordinating role
within Prime Minister and Cabinet could help with resetting the interface between
the economic agencies and the NIC. Earlier reviews, such as the LEstrange-Merchant
2017 1IR, also recommended that the intelligence community place greater weight
and recognition on economic matters and industry.

Viewpoint D

| have little further to add. Perhaps the Review could have gone a little deeper to
clarify the ‘integral-complementary’ distinction.
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Question 5: The Review underscores the
importance of improving early warning
capabilities for emerging crises. How well do
you believe the recommendations strengthen
Australia’s ability to anticipate and respond to
fast moving or unexpected threats?

Viewpoint A

Early warning considerations in the Review were highly relevant given the current
world we are living in, with our strategic circumstances having deteriorated, even
since this Review was written. The recommendations were forward focused again,
with preparedness a common theme throughout the whole document. But our level
of preparedness is uncertain. | liked the recommendation that talked about the
appointment of a senior officer to focus on preparedness. | think the fact that
they're thinking so far or so deeply into this issue that they have identified that there
is a need.

| also liked the consideration of decentralising the NIC out of Canberra and how that
might look in a crisis as well. Decentralisation would lessen the impact of expected
attacks on the national security infrastructure.

VViewpoint B

If you ask the woman or man on the street, what does intelligence do, one of their
intuitive responses would be the idea of warning. That's what intelligence does now
but there are nuances. The Review is talking about strategic warning rather than
tactical immediate reporting. The nature of strategic warning is providing the time
and space to be able to respond at the national level, whether that's the development
of capabilities or the posturing of forces. To me, strategic warning is not about
knowing the future, it's about changing the future.

The success of strategic warning often comes down to the question of
communication and persuasion. Very many strategic warning failures are not failures
of intelligence collection or analysis. They are a failure to communicate a sense of
urgency to policy makers. | refer you to a 2024 ASPI article calling for a national
strategic warning capability for Australia. The ASPI article suggested embedding a
strategic warning function in ONI, creating an Australian Centre for Strategic Warning
(ACSW).

Now the Review was quite clear that it rejected the ASPI proposal. The Review's
recommendations were essentially about warning tradecraft and about enabling
the NIC approach to warning in a disaggregated pattern. | think the Review could
have explored something slightly more provocative on this front. However, | noted
that the Review did acknowledge a move away from traditional strategic warning
and its methodology — with a focus on existential circumstances, such as a
threatened invasion — to more ambiguous threats along the conflict spectrum, such
as economic coercion. But | think the Review could have gone further, elevating
strategic warning and leaning into the opportunities for improved collaboration

and OSINT.
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Viewpoint C

What really stood out for me in the Review is that early warning depends on much
more than just great collection from classified sources. Early warning today is

as much about what we find in open sources as it is about what we find in the
secrets. Also, the real need is an analytic culture grounded in structured challenge
and contestability. Whether the information is derived from open sources or from
classified sources, we need analysis that is based on trusted workflows, shared
standards, and analysts who know how to triage, and act based on judgement.
Intelligence products must be more decision ready as well as communicated
effectively and in a timely fashion.

VViewpoint D

I'll just add a perspective from outside the strategic realm and particularly from
Defence. We must focus on who we are creating early warning for and what we are
warning about. The Defence Strategic Review (DSR) said that our early warning time
had evaporated. Now that was in a Defence context, and must take account of net
assessments, but one wonders if the concept of warning is reflecting our increased
engagement in a whole bunch of different areas. In other fields, what early warning
are you seeking and through whom do you expect it to go, and who will make

the decision?

The 7 October 2024 attack by Hamas on Israel triggered many indicators in the
Israeli intelligence system, which is one of the most technically sophisticated
intelligence systems in the world. The issue, according to what was publicly released,
was that Israel couldn't fuse all that information together and escalate the issue.

So, when you think about that in the Australian context, it's not just about collection.
We need to improve analytic tradecraft; for example, how do you fuse classified and
open source? How do you include intellectual diversity and contestability?

If we are providing warning in a whole of nation context, if you're providing early
warning about things happening in industry, if you're providing early warning about
things happening in a supply chain — which decision makers will receive the warning?
There needs to be a variety of different delegations and decision makers who
understand the intelligence that they're looking at and have the capacity to act.

The Review’s consideration of early warning capabilities is welcomed.
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Question 6: The Review recommends
expanding the use of open-source intelligence
(OSINT) to complement traditional classified
sources. In your view, what are the key
opportunities and risks in scaling up

OSINT capabilities across the intelligence
community?

Viewpoint A

| think that language matters here. In the US, they're calling OSINT the INT of

first resort but in Australia we're calling it an INT of some resort. In my view, the
opportunity is immense, and done well, OSINT can be foundational to much of what
we've spoken about this evening, not just supplemental.

OSINT provides the opportunity to democratise intelligence access and empower
more parts of government, more often to act earlier and smarter. It's also important
‘connective tissue’ across not just government, public and private partnerships, but
also, more broadly in some cases. When the Review talks about its ambition to better
utilise intelligence as a tool of statecraft, | think that ambition can only be realised
with an investment in OSINT capability. But that investment in OSINT capabilities
cannot erode our investment in exquisite collection capabilities. There is a place

for both.

| do worry sometimes that OSINT is still seen as a bit of a cheap alternative to
classified collection capability, but that's an old argument. OSINT is a distinct
discipline in my view, certainly relative to the other intelligence disciplines, and it does
require its own rigour. Also, scaling up OSINT is more than just buying new tooling.

It means defining standards and building trusted workflows, particularly those that
involve Al because you can't divorce OSINT workflows now from Al. It means training
the people who will both produce and consume the intelligence products that derive
from open sources. It means creating governance models that ensure ethical, legal
and strategic alignment.

OSINT is defined differently in different parts of the world. The most accepted
definition includes both publicly and commercially available information, but each
type of information carries different legal and ethical considerations based on
mission and legal authority. How that plays out in Australia as compared to the US
will depend on how we navigate the complexity. It's also going to require interagency
cooperation as well as public private collaboration, especially when we think about
so much of the open-source data is going to reside outside government systems.

Viewpoint B

| also want to acknowledge that OSINT has a broad range of enabling capabilities,
which the Review could more clearly have drawn out. Beyond the broad strategic
OSINT capabilities of ONI, how will we address the much more specific operational
requirements of other agencies? From a definitional point of view, | think there's a

real gap in Australia in defining even what publicly available information is for the
intelligence community, and the legal implications of OSINT collection. Our legislative
framework for intelligence, for example, is largely defined around exquisite collection
capabilities rather than OSINT.

To echo earlier comments this evening, | think OSINT should be the first place to
go to define your intelligence requirements, because if you can answer some of
your requirements in the open-source environment, then you're reducing the need
to commit expensive secret collection capabilities. Prioritising the use of collection
platforms is becoming more complex, and OSINT should be a huge part of

that calculation.
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Viewpoint C

The Review alludes to the opportunities and risks of OSINT. | don't want to repeat
what other speakers have said but | want to emphasise a few points. OSINT can
guide and validate the information that you may already hold. There will always be
guestions about how you got that information, particularly where it might lead to the
courts. It'll be how did you come across that information? When using OSINT, you've
got to be careful about how you use it, which is something that needs to

be governed.

Some of the risks that must be assessed for use of OSINT will be the privacy

of individuals, and how the information is obtained. If you've ever tried to get
information out of, say, a US-based company, if you're in Australia, it's near
impossible. Looking at a social media profile, for example, may or may not trigger
a collection requirement, possibly involving days, weeks, months of trying to

get information out of a foreign commercial entity. But, in summary, | think the
opportunities provided by OSINT outweigh the risks.

VViewpoint D

| want to underline, the earlier point about the usability of OSINT, especially its
flexibility of use; for example, in terms of OSINT being able to inform strategic
communications, inform the exercise of deterrence, and as a tool across a range of
tasks for which traditional secret intelligence isn't particularly well equipped given the
risks of compromising sources and methods.

| was sceptical about the idea of a stand-alone OSINT function, not so much within
the NIC, but adjacent to the NIC. Much of the public discussion about the institutional
arrangements for OSINT stressed the value would be having it standing outside

ONI but inside the NIC. | doubt the Review's defence of the current institutional
arrangements will be sustainable as we continue to embrace OSINT.

One of the things we're increasingly aware of in the NIC is that we're engaged in a
competition with hostile actors. We've always been engaged in this competition,

but the wider employment of OSINT against Australia, against the NIC, as a
counterintelligence concern is an important thing to bear in mind. We have long
assumed that we are the most capable people in the room, always having a
qualitative edge, always having a technology-edge, always being on the front foot.
But we're going to have to address the risk of new capabilities, such as OSINT, being
employed against us in new and creative ways.
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Question 7: How well did the Review prepare
Australia’s intelligence community to respond
to today's shifting geopolitical landscape?

Viewpoint A

The Review includes many recommendations on this issue, which is very different to
the IIR 2017. The IIR 2017 included 23 recommendations (vis a vis 67 in the Review),
offering a very specific model for the reinvention of national intelligence in Australia.
This Review is much more about pointing to emergent and emerging challenges
and highlighting ways of addressing them rather than being very deliberative and
directive about redesign of the intelligence enterprise.

Timing is also an important consideration with the Review. It was released publicly in
March 2025, completed in June 2024, and based on submissions and inputs, largely
from 2023 - effectively an 18-month journey. But the geopolitical landscape has
shifted dramatically over the last 18 months. The issue of sovereignty has become
paramount, including the extent of Australia’s sovereign intelligence capability.
Research by ASPI highlighted there are many things in which we are tremendously
interdependent but there's a whole range of underlying assumptions about the way
these things work that are vulnerable to change.

It's not just a question of the idiosyncrasy of the current US administration.

There are long-term trends influencing our relationships around the world.
Priorities are changing everywhere, and Australia doesn’'t want to find itself in
circumstances of uncertain reliance or dependence. The idea of sovereignty is no
longer an absolute. In an Australian context — as a middle power — sovereignty is
more relative.

Australia gains tremendously from interdependency through the relationships we
have around the world. We would not want to lose those advantages, but having

the sense we are going to find ourselves in a world where we need to become more
self-reliant is sobering. A recent ASPI article by John Coyne offers a contemporary
perspective on sovereignty. | think more effort must be made in understanding what
it means to develop a sovereign intelligence capability.

Viewpoint B

The Review does a good job of outlining the course ahead and is comprehensive
in terms of the number of recommendations. It acknowledges that a successful
national intelligence enterprise is so much more than just about identifying the
threats and opportunities. It's also about being responsive and having the agility
to navigate a shifting geopolitical landscape. But what worries me is the resolve to
implement the Review’s recommendations in a timely manner.

Viewpoint C

Despite its age, the Review seems to be aware of the shifting geopolitical landscape,
but the potential impact of those shifts was less evident 18 months ago.

Shifting alliances, the erosion of sovereignty, and the need for a sovereign
intelligence capability are issues that now require deliberate and explicit
consideration. | think that the NIC acknowledges the shifting geopolitical landscape,
but | think it needs a lot more focus because the Review doesn't particularly make
the implications clear.
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VViewpoint D

On the upside, the shifting geopolitical landscape will likely elevate the role of
intelligence in the eyes of policymakers, and the Review will be remembered for its
call to more tightly integrate and elevate intelligence as a more influential instrument
of statecraft. Also, | think many of the recommendations in the Review enable quite
flexible implementation.

The Review also considered the growing threat from mis and disinformation

and it would be remiss of us in this conversation not to raise it. We are facing

an information ecosystem where shared facts, truth and reliability are things

we cannot take for granted. In fact, we may not be that far away from not being
able to find consensus - the so-called post-truth world. What does that mean for
democracy if we cannot engage with our fellow Australians in conversation and
shared understanding? Arguably, the post-truth world poses an existential threat to
democracy. We will find it incredibly hard to retain a democracy and so | would have
welcomed more consideration of this issue in the public version of the Review.
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Assessing Australia’s 2024 Intelligence Review — Hub-and-Spokes
https://www.hub-and-spokes.com/p/assessing-australias-2024-intelligence

TRIUNE Advisory’'s Post — Australia’s 2024 IIR — LinkedIn
https://www.linkedin.com/posts/triune-advisory_australias-2024-iir-views-from-
the-strategist-activity-7186586053711925248-bAYh

Consideration of the Bill — Parliament of Australia
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Intelligence_
and_Security/Completed_Inquiries_46th_Parliament/ComprehensiveReviewBill/
Report/section?id=committees%2Freportjnt%2F024889%2F78993

Reviewing the intelligence reviews (so far) — ASPI Strategist
https://www.aspistrategist.org.au/reviewing-the-intelligence-reviews-so-far/

Australia's 2024 Critical Infrastructure Annual Risk Review covers ...
https://industrialcyber.co/regulation-standards-and-compliance/australias-2024-
critical-infrastructure-annual-risk-review-covers-emerging-threats-safeguarding-
national-security/

Intelligence review recommends urgent crash course for politicians
https://www.themandarin.com.au/289248-intelligence-review-recommends-
urgent-crash-course-for-politicians/

Informing Australia’s next independent intelligence review — ASPI
https://www.aspi.org.au/index.php/report/informing-australias-next-independent-
intelligence-review-learning-past

Australia’s 2024 Independent Intelligence Review — ASPI
https://www.aspi.org.au/report/australias-2024-independent-intelligence-review-
opportunities-and-challenges-views/

2024 Independent Intelligence Review Archives | The Strategist
https://www.aspistrategist.org.au/dinkus/2024-independent-intelligence-review/

About AIPIO

Established in 1991, AIPIO is the peak representative body for the intelligence
profession in Australia. Through leadership, advocacy, and innovation,

AIPIO will advance the professionalisation of intelligence practice across all
domains, ensuring the Institute remains relevant and attuned to the evolving
nature of the intelligence professions, the needs of its members, and key
stakeholders.

Disclaimer

The Australian Institute of Professional Intelligence Officers (AIPIO) Inc
does not endorse any vendor, product or service depicted in its research
publications, and does not advise technology users to select those vendors
with favourable reviews or other designation. AIPIO research publications
consist of the opinions of the authors and should not be construed as
statements of fact. AIPIO disclaims all warranties, expressed or implied,
with respect to this research, including any warranties of merchantability or
fitness for a particular purpose.
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