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Executive Summary

The Australian Institute of Professional Intelligence Officers (the Institute) is pleased to provide this
submission to the 2024 Independent Intelligence Review (the 2024 Review) of the Australian National
Intelligence Community (NIC). The Institute is the peak representative body for intelligence
professionals in Australia; its vision is ‘Integrated Intelligence; people and practice’, and its objectives
are to sustain and grow a community of intelligence practitioners through advocacy, thought
leadership and partner engagement. The Institute's membership reflects all domains of intelligence
practice, including national security, defence, law enforcement, regulation, compliance, business,
industry, and academia.

The Institute provided a submission to the 2017 Independent Review of the Australian National
Intelligence Community (the 2017 Review) and the 2021 Senate Enquiry into Oversight and Evaluation.
The 2017 Review made a series of recommendations, including creating an enterprise arrangement
within which the NIC would operate. The Institute was very encouraged by that approach and believes
that the evolution of the NIC into the National Intelligence Enterprise (NIE) is a logical and practical
step. It notes that while NIE and enterprise are now used to describe the cluster of agencies in the NIC,
little has changed in practical terms, with NIC still being used and the agencies operating as
independent bodies. More could be done to realise and enliven the NIE, and the Institute has made
several observations and recommendations about measures it believes would move the community
to an enterprise model.

This submission does not comment on each of the Terms of Reference (TOR) for the current review; it
does, however, comment on elements of those TORs where there is value in the Institute providing a
comment, insight, or observation.

To prepare the submission, the governing board of the Institute sought contributions from across its
membership base, and those comments and input have been weaved into the submission in the
relevant places. A dedicated drafting team of long-term and new entrants to the intelligence profession
synthesised contributions and produced the content, including the recommendations in the
submission. The Institute's drafting team included Dr Phil Kowalick, Mr Brett Peppler, Ms Elaine Ogden,
Mr Rick Keir and Ms Anastasia Zafeirakopoulos.

The Institute would be happy to discuss any aspect of this submission with the review team if that is
of value to the review.
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Recommendations

The Office of the National Intelligence (ONI) could:

1.

10.

11.

12.

13.

14.

15.

16.

Develop an NIE Strategy — as a public document — clarifying terminology, objectives, and a
strategic line of sight to a desired future state.

Develop a NIE Annual Report — as a public document — outlining the past year’s activities and
progress towards the desired future state for the enterprise.

Develop a NIE Communications and Engagement Strategy as the principal means for securing
the social contract to operate.

Transform the Open Source Portal (OSP) into a Centre of Excellence for OSINT in Australia's
NIE, which could position itself as an enterprise asset and resource it to meet the growing
OSINT needs of all NIE agencies.

Monitor emerging domains of intelligence practice — perhaps through the auspices of the
Institute — to glean insights for tradecraft innovation and foster pathways for employment in
the NIE.

Develop a holistic view of the desired future state for the NIE out to 2030, anticipating the next
Independent Intelligence Review, to help further clarify roles, responsibilities, and structural
and jurisdictional complexity.

Sponsor an enterprise-wide cultural change program to help mitigate the downside effects of
individual agency approaches.

Arrange for the definition of the NIE to be enshrined in the Intelligence Services Act 2001 or
the Office of National Intelligence Act 2018 to provide clarity and purpose for the NIE.

Create a Charter and guiding principles to strengthen the enterprise model and support the
enterprise culture.

Establish regional hubs and multi-agency facilities accommodating all NIE agencies based on
existing regional infrastructure.

Build cohorts to improve stickiness and reduce churn in the NIE workforce and departure from
the intelligence enterprise.

Review selection processes and undertake a comparative analysis of current roles against
existing selection criteria to provide insights and a basis for further emphasising a neuro-
diverse workforce, striking a balance between soft and technical requirements.

Develop an enterprise-wide strategic workforce plan.

Establish governance arrangements for mobilising all available resources across the NIE and
beyond in anticipation of a crisis, which could be established in the strategic workforce plan
and Charter previously mentioned.

Enhance preparedness by re-engaging former personnel under more flexible working
arrangements and developing public-private partnerships.

Employ strategic wargaming — perhaps hosted by the National Security College (NSC), the
National Intelligence Academy or the Defence Directorate of Joint Experimentation in Force
Design Division under VCDF — to provide insights into preparedness planning, and validate
lessons learned from previous exercises or activities.
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17.

18.

19.
20.

21.
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Critically examine the need for high-level security clearances for all intelligence work
undertaken in the NIE to develop an enterprise approach, noting that some agencies already
have multi-level security arrangements.

Lead regular training in the use of appropriate tools and the development of policies and
procedures to mitigate the risk of the overclassification of information.

Prepare an annual report on the operation of the NIE for submission to Government.

Contribute to five or six yearly reviews of the NIE to consider the longer-term vision for the
enterprise, emerging and future-looking issues and preparedness to meet those challenges.

Establish measures of effectiveness for the NIE with direct linkages to enterprise-wide aims
and goals.
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Introduction

The Institute has been the peak representative body for intelligence practitioners in Australia for over
thirty years. The Institute works to advance the profession through advocacy, thought leadership, and
partner engagement. This is delivered through speakers presenting at the annual conference,
developing continual professional development, the harmonisation of Intelligence-related
competencies, engagement with domestic and international partners and making submissions, such
as those put forward for the 2017 Review of Australia’s NIC! and the 2021 Senate Enquiry into
Oversight and Evaluation of the NIC.2

The Institute welcomes this 2024 Review and provides comments in response to selected TOR. The
Institute noted the tight timeframe for submissions, and it established a writing team drawing from
the Institute and its members across the breadth of the intelligence profession in Australia. The
Institute's views are also informed through our active engagement with like-minded institutes in the
United States, the United Kingdom, Canada, and New Zealand.

In this submission, the Institute highlights several themes that resonate across various TORs, including:
e The whole is more powerful than the sum of its parts.

e The Institute remains committed to the concept of a NIE® and notes the NIC currently appears
to be operating as a community rather than an enterprise.

e Thereis aneed for a NIE strategy and a national intelligence action plan with a forward-looking
perspective.

e That technological enablement* of Intelligence practice is only one element because
Intelligence remains a human-centred activity; skills, experience and innovation must form
part of the evolution of Intelligence in the enterprise.

e Collaborative culture is central to the success of the NIE.

e Strategic workforce planning and continuing professional development are critical to enable
practitioners to pursue career paths across the enterprise and within complementary fields.

1. TOR - What benefits arise from the establishment of ONI?

The 2017 Review highlighted benefits from establishing ONI in general terms, emphasising desired
synergistic effects, including technological transformation across the NIC. Without clear articulation
of the desired intended benefits, any assessment of progress is problematic. Security interests may
have made the benefits less evident, and some successes may remain unsung. One observer® noted
one benefit could be the move towards mission management to leverage inter-agency synergies for
collection, analysis, and production.

Assessing the benefits of ONI as the core of the NIE is also problematic. The 2017 Review did not define
‘national intelligence enterprise’, leaving the enterprise boundary and the constituent elements

12017 Independent Intelligence Review
22021 Senate enquiry into Oversight and Evaluation of the NIC
3 https://www.aipio.asn.au/public/48/files/Resources/AIPI0%20WhitePaper%201-2019-LRweb.pdf
4 http://www.aipio.asn.au/public/48/files/AIPI0%20WhitePaper%201-2020-LRweb.pdf
5> Walsh, P.F. (2020). Transforming the Australian Intelligence Community: mapping change, impact and
challenges, Intelligence and National Security, DOI: 10.1080/02684527.2020.1836829
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unclear. For example, the Institute’s White Paper on the Evolution of the National Intelligence
Enterprise® took a more expansive, fluid, and adaptive view with a constellation of partnerships
embracing intellectual capital across the public, private, and higher education sectors.

Even with issues of clarity in the Review, the establishment of ONI still enables the development of
future-focused enterprise-wide policies and plans to address systemic problems such as strategic
workforce planning.

Recommendations
The ONI could:

1.1 Develop a National Intelligence Enterprise Strategy — as a public document — clarifying
terminology, objectives, and a strategic line of sight to a desired future state.

1.2 Develop a National Intelligence Enterprise Annual Report — as a public document — outlining
the past year’s activities and progress towards the desired future state for the enterprise.

1.3 Develop a National Intelligence Enterprise Communications and Engagement Strategy as the
principal means for securing the social contract to operate.

2. TOR - What impact/s do you see from the establishment of the NIC?

The NIE is better positioned to deal with the growing complexity of national security planning,
especially the interdependence of geopolitical dynamism, the emergence of grey zone phenomena,
and the blurred boundaries of international and domestic issues.

The NIE could realise the full potential of OSINT. The OSP within ONI is under-resourced to meet the
needs of the NIE, as evidenced by the establishment of OSINT capabilities within some NIC agencies.

The NIE could engage the range of emerging domains of Intelligence practice, such as Regulatory
Intelligence, Risk Intelligence, and Futures Intelligence —to name just a few. These emerging domains
offer a new marketplace of ideas and include people to stimulate innovation across the NIE, which
could provide a trained pool of Intelligence professionals to help meet recruitment targets. In line with
this, the Institute has established five communities of practice (CoP) around selected emerging
domains — with more planned in 2024 — to understand their evolution better.

The NIE still needs to resolve important roles and responsibilities as well as associated structural and
jurisdictional issues. A coherent approach to cyber remains elusive, with roles and responsibilities
dispersed across the Australian Signals Directorate and Department of Home Affairs (DHA). The
Australian Security Intelligence Organisation remains in the DHA portfolio but must seek warrants from
the Attorney General (AG). The Australian Criminal Intelligence Commission and the Australian Federal
Police have returned to the AG portfolio but must seek warrants from a Supreme Court Judge. The
absence of a holistic view of a desired future state for the NIE exacerbates these challenges.

The NIC has invested heavily in the tangible components of Intelligence capability but has yet to
embrace the culture change needed to move from a community to an enterprise model. Individual
agency imperatives still trump enterprise imperatives, as evidenced by the failure of the ONI-inspired
standard training regime across the NIC.

5 Peppler, C.B. (2019), The Future of the National Intelligence Enterprise in Australia (White Paper 1-2019),
Australian Institute of Professional Intelligence Officers (AIPIO): Canberra.
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Recommendations
The ONI could:

2.1 Transform the OSP as a Centre of Excellence for OSINT, position it as an enterprise asset, and
resource it to meet the growing OSINT needs of all NIC agencies.

2.2 Monitor emerging domains of Intelligence practice — perhaps through the auspices of the
Institute — to glean insights for tradecraft innovation and foster pathways for employment in the
NIE.

2.3 Develop a holistic view of the desired future state for the NIE out to 2030 as part of an
enterprise strategy, anticipating the next Independent Intelligence Review- to help further clarify
roles, responsibilities, and structural and jurisdictional complexity.

2.4 Sponsor an enterprise-wide cultural change program to help mitigate the downside effects of
individual agency approaches.

3. TOR - How effectively do you think the NIC serves, and is positioned to
serve, national interests and the needs of Government?

The NIE is a critical component of the national security and Intelligence apparatus. The current ten
agencies that make up the NIC have a range of responsibilities not limited to the requirements of the
NIC. It is also the case that the NIC is relatively rigid and likely needs more flexibility to respond to
current challenges or position itself to meet emerging problems. This is partly due to its composition,
its rigid silos and its alignment with various Ministers and Portfolios.

Appreciating the current and likely longer-term issues of attracting suitable and competent people to
the workforce given the levels of attrition experienced by NIC agencies, there is a strong argument for
a more gainful use of security-cleared personnel. This could be achieved by way of regional hubs
housing various NIC agencies in one facility and could include the re-engagement of more flexible
arrangements for people who have left the NIC. This approach would also enable an effective surge
capability in the event of a crisis or a peak in demand driven by the tempo of the work. This issue is
also relevant to points five and six of this submission.

Public Private Partnerships

Public-private partnerships (PPP) are emerging as a practical and necessary approach to Intelligence
work. Integrating private sector organisations into the fabric of our national security arrangements
occurs in various areas, for example, in cyber security, counterterrorism and critical infrastructure
protection. This reference is closely linked to NIE preparedness in the case of Australian crises, referred
to under point five of this submission. Industry must, of course, be part of the solution.

While there are strong relationships with ‘Five Eyes’ partners and some with non-traditional partners
in the Security Intelligence domain, there are barriers to practical arrangements that could enable our
Australian agencies to engage more effectively with private sector organisations. For example, the NSC
has demonstrated the value of broader engagement across government agencies at the State/Territory
and Commonwealth levels and in its reach into other academic institutions and the private sector. The
Institute is exploring PPP through its emerging relationship with the Intelligence and National Security
Alliance in the United States. This current work will likely provide valuable insights into the viability of
such arrangements.

AIP1O BOARD - IN CONFIDENCE

7 of 14



AIP1O BOARD - IN CONFIDENCE

The Institute’s CoPs’ are a model for engagement within and across current and emerging domains of
Intelligence practice. These CoPs bring together leaders and practitioners to network, explore concepts
and issues and innovate solutions to problems experienced in Intelligence within those domains. They
are an additional facility for collaboration, advocacy and thought leadership, which may serve as an
informal mechanism that the NIEC could access and engage with to aid collaboration.

Innovation

Building and supporting an innovation mindset as a new dimension within the NIE would add
significant new value. It would encourage a renewal of the approaches currently adopted within the
NIEC, create space for alternative approaches to be surfaced and explored, enable the enterprise to
evolve more rapidly to meet emerging and potentially unseen challenges, threats and risks, and bring
fresh eyes to bear on existing, intractable problems.® Clearly, it is difficult to be innovative when
practitioners are in a Sensitive Compartmented Information Facility and all the ICT is locked down.
However, innovation days involving those working in the NIE, coupled with wargaming exercises, could
provide valuable insights into future practice.

Some mechanisms that could be considered to create and leverage an innovation mindset are:

e Research grants for specific topics considered to be important to the NIE and or individual
agencies could be awarded to successful bidders.

e |nnovation awards for the intelligence community, given advanced innovation introduces
fresh eyes to wicked problems through collaborative engagement.

Culture

Cultural identity runs deep in NIC agencies, each having distinctive and defined cultures. A review of
culture related to the NIE could enhance the notion of the whole being stronger than the sum of the
parts. A shared sense of commitment to an enterprise culture could help break down existing agency-
specific approaches.

The 2017 Review recommended enhancing technology connecting NIC agencies. However, intelligence
capability is more than technology. A shared appreciation of NIE capability development as part of an
overall enterprise strategic plan linked to a future-focused approach is required. This would provide a
more coherent and cohesive framework.

Future focus

The ONI is intended to operate as a coordinating body for the work of the NIE. Those arrangements
could be enhanced by developing a future vision for the enterprise and a national intelligence strategy
to provide the guiding principles for the enterprise. Such an approach would solidify all NIC agencies
under one umbrella — the NIE — working to a standard set of agreed outcomes thereby limiting the
opportunity for single-agency approaches.

Leadership and direction of the enterprise in the long-term is a crucial area of concern, noting that a
shared vision and a national security strategy is currently not visible to the Institute. Optimising
alignment across and within the NIE for the benefit of the mission should be the core message. This is
closely linked to point seven in this submission, referring to the preparedness of the NIE in the event
of a crisis.

7 Security Intelligence; Cyber Intelligence; Regulatory Intelligence; Financial Intelligence; and Emerging
Intelligence Professionals
& https://www.dhs.gov/news/2023/09/19/secretary-mayorkas-announces-establishment-homeland-
intelligence-experts-group
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Defining the NIE

The 2017 Review did not define the NIE sufficiently to enable a substantive shift from the existing
community and agency approaches to a more consolidated and collective way of working. Such a
definition should include a clear description of the purpose and function of the NIE, which would
strengthen the understanding of the enterprise. Taking the idea one step further, performance
measures, linked to the NIE, would enable an ongoing annual review of the enterprise, including the
10 agencies and the outputs and outcomes achieved, over the previous year. It could be included in an
ONI Annual Report to Parliament.

Recommendations
ONI could:

3.1 Arrange for the definition of the NIE to be enshrined in the Intelligence Services Act 2001,
or the Office of National Intelligence Act 2018.

3.2 Create a Charter and guiding principles to strengthen the enterprise model and support
development of the enterprise culture.

4. TOR - Do workforce decisions made by the NIC, at both the agency and
community levels, reflect a sufficiently strategic response to current and
future workforce challenges, anticipate future capabilities of other states
so we are best positioned to counter threats, are in line with the
Australian Public Service commitments to diversity and inclusion and
offer options if recruitment targets cannot be met?

Evolution in the NIC and Intelligence practice has not been rapid. Over the past 22 years, since
September 11, we have seen a slow and deliberate move from the ‘need to know’ to the ‘need to
share’, tempered to some degree by assessing whom information should be shared with and
when/how. Given the need to work as one, it may be time for the NIE to accelerate its evolution. In
the spirit of the enterprise model, the sum of the whole is greater than its constituent parts.

The Institute argues that agencies in the enterprise are thinking too structurally about the workforce
and how to achieve the outcomes the government seeks from the NIE. The enterprise workforce
should likely be more liquid® — able to up and downsize quickly according to strategic needs.

Establish Regional Multi-agency Hubs

Establishing regional hubs and multi-agency joint facilities, building on existing infrastructures, could
mean that Canberra is not the epicentre for NIE employment. While each agency's head office would
remain in Canberra, establishing multi-agency regional hubs would enable the recruitment of people
from those locations who did not want to move to Canberra for employment. Regional hubs would
also provide scope and opportunity to engage or re-engage people into the NIE under more flexible
working arrangements. Dedicated multi-agency facilities would also strengthen an enterprise-wide
approach, providing flexibility while delivering enterprise solutions. It would also make the NIE
agencies more survivable in war. Just because we know some are non-military doesn't mean the

9 https://medium.com/@talentdeskio/breaking-down-business-jargon-what-is-a-liquid-workforce-cd0fd67ecal5
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enemy does or cares, and civilians inside military targets like ASD, AGO, and DIO no longer have
protection under the law of armed conflict.

Make NIE workforce planning more strategic

Depending on the task, talent pooling and sharing could add efficiency, lead to cost savings, and enable
personnel to move more freely around the NIE. For example, committing strategic analysts to over-
the-horizon assessments or projects focusing on future vision is challenging under current
arrangements. The demands for current, foundational, and estimative intelligence are more likely to
grow under Australia’s evolving strategic context.

Clustered working groups foster talent and service delivery and could work equally in regional hubs
and multi-agency joint facilities as in established Canberra locations. Building cohorts will keep people
energised and interested in the work they are being asked to do and provide exposure to a broader
range of work for shorter periods to help generate more interest.

Neurodiversity is a consideration that may not yet have gained traction across all NIE agencies. There
is an opportunity for the NIE to explore this as a mechanism to strengthen diversity and inclusion in
the workforce. A neuro-diverse workforce is likely to enhance the talent pool and stimulate innovation.
For example, current approaches in Defence reinforce the proposition for a neuro-diverse workforce.

There is a tendency for agencies within the enterprise to consider their own needs ahead of those of
the enterprise. Taking an enterprise lens to recruitment may offer a more robust and beneficial
outcome. At a time of significant growth in one agency in the NIC and the demand in others to replace
staff lost through attrition or meet workplace demands, alternative approaches should be considered.
Taking an enterprise lens on recruitment offers benefits for crisis preparedness.

The time taken to obtain a security clearance can unnecessarily hinder recruitment efficiency by losing
applicants to other employment offers. By refining security clearance processes, for example, by
outsourcing and adopting multi-classification and multi-agency workplaces, applicants could be
gainfully employed by working with open source or less sensitive intelligence activities across the NIE
rather than in individual agencies. The Institute considers there is scope for critically examining the
need for high-level security clearances for every aspect of intelligence work in the NIE.

Enterprise-wide strategic workforce planning, including developing an enterprise surge capacity (see
also discussion in point five of this submission to leverage in the case of a crisis or when additional
qgualified and competent analysis, practitioners and or leaders are needed at short notice.

Recommendations
The ONI could:

4.1 Establish regional hubs and multi-agency facilities based on existing regional
infrastructure.

4.2 Build cohorts to improve stickiness and reduce churn in the NIE workforce and departure
from the Intelligence enterprise.

4.3 Review selection processes and undertake a comparative analysis of current roles against
existing selection criteria to provide insights and a basis for further emphasising a neuro-
diverse workforce, striking a balance between soft and technical requirements.

4.4 Develop an enterprise-wide strategic workforce plan.

4.5 Establish governance arrangements for mobilising all available resources across the NIE
and beyond in anticipation of a crisis, which could be established in the strategic workforce
plan and charter previously mentioned.

AIP1O BOARD - IN CONFIDENCE
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5. TOR - What do you think of the NIC preparedness in the event of regional
crisis and conflict?

NIC agencies make up the NIE, which directs, collects, analyses, and disseminates Intelligence and
advice according to our National Security Priorities.!® Priorities shift with the changing security
circumstances, requiring agile responses to issues occurring within Australia, our region, and globally
in an interconnected modern world.

In looking at the preparedness of the NIE to respond to crises, the Institute has considered both the
capability and capacity of the NIE as an enterprise as part of this submission. It is important to define
those aspects before providing an analysis of them. The key concepts are preparedness capability and
capacity, where:!!

e Capability refers to the skills, expertise and systems used to deliver intelligence outcomes.

e Capacity means the personnel, including surge options, available to meet the demand as
it rises and falls.

The NIE could consider moving towards thinking about the NIE as a ‘dynamic capability’ that can
expand and contract according to strategic imperatives and deploy resources from within the bounds
of the NIE and beyond to surge as needed. Mature preparedness arrangements should be founded on
lessening our dependency on national infrastructure or developing alternative options to enable
business continuity.

In examining the ability of the NIE to surge, flexible arrangements in resource allocation and workforce
utilisation should be considered. These arrangements are best framed at the enterprise level to avoid
NIC agencies working at cross purposes. Optimising the NIE operating model, including priorities,
people, and processes, would enable flexibility.

Priorities

The current operating model for the NIE is based on a peacetime footing and established with ONI as
the coordinating agency for the enterprise. ONI manages the Australian Intelligence Missions (AIMs)
and measures performance against them. The AlMs drive resource allocation — which is not centrally
managed or controlled.

People

The movement of staff across the NIE can lead to issues with continuity of clearances, which may
impact the ability to deploy members into roles — particularly where higher clearance levels are
required. This affects the agility of the enterprise and its ability to surge to respond to operational
needs, especially where there are single points of failure.

The movement of members across the NIE and to adjacent sectors (e.g., secondments to joint task
forces) builds cross-agency understanding, enhances skill sets and expands the range of capabilities
available to support collaborative endeavours. Professional development, business continuity
arrangements, and succession planning (including cross-skilling) can also assist in developing a more
agile and flexible NIE workforce.

An opportunity exists to re-engage former NIE personnel in Intelligence work either inside or outside
Canberra. This new recruitment market could be tapped through the regional hubs concept developed

10 https://www.oni.gov.au/national-intelligence-community/about-the-NIC
11 peppler, C.B. (2020). A Conceptual Framework for Intelligence Capability. Journal of the Australian Institute of
Professional Intelligence Officers, 28(2-3), 37-50. AIPIO: Canberra.
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by the Institute at point four of this submission. Engaging contractors from outside of the NIE and
developing more productive arrangements with PPP are two ways of surging the workforce to meet
emerging needs at a point in time.

Processes

The Institute believes that governance processes should be developed through a strategy, action plan
and Charter to uplift the current NIC into a fully functioning NIE.

The NIE has responded to various crises, reaching into its combined resources and beyond to surge
capabilities. However, surge capacity and agility could be improved by establishing processes to
formalise diverse capabilities inside and outside the NIC. This could enable the enterprise, and those
within the broader intelligence community, to draw resources together at short notice, to respond to
future national security crises. The discussion about regional hubs and multi-agency facilities and
developing a surge capacity to support the NIE in this submission are examples, but creating a surge
capacity through a strategic workforce plan is also necessary.

Recent crises such as COVID-19%2 and the Russian invasion of Ukraine®? provide valuable lessons for
preparedness in a crisis. A key lesson was the resources available beyond the NIE to support the tasks.

Improving NIE preparedness arrangements would involve the development of policies and procedures
within governance arrangements, validating lessons learnt from previous crises, and identifying
potential points of failure in planning. Strategic wargaming, for example, enables the necessary
thinking to examine preparedness arrangements critically.

Recommendations
The ONI could:

5.1 Establish governance arrangements for mobilising all available resources across the NIE and
beyond in anticipation of a crisis. These arrangements could be established in the strategic
plan and Charter previously mentioned.

5.2 Enhance preparedness by re-engaging former personnel under more flexible working
arrangements and developing PPP.

5.3 Employ strategic wargaming — perhaps hosted by the NSC or the National Intelligence Academy
or the Defence Directorate of Joint Experimentation in Force Design Division under VCDF — to
provide insights into preparedness planning, validate lessons learned from previous crises and
hone policies and procedures.

12 cOVID-19 — mobilised resources to gather intelligence on the nature and spread of the Corona virus and flow
on impacts to inform management of national security responses, not just in relation to health but also related
to supply chain management.
13 Ukraine conflict - mobilised resources to gather intelligence on the conflict to inform management of
national security responses. This is going beyond use of traditional agencies to gather critical intelligence to
inform strategic and operational responses, given the impact of the conflict on international security and
supply chains.
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6. TOR - Do you think the use of the classification by the NIC achieves the
right balance between protecting sensitive information and providing
decision-making advantages to policymakers and operators?

The Institute believes the security classification system the NIC uses works well in achieving the
balance between protecting sensitive information and providing decision-making advantages to
policymakers and operators. This balance could be enhanced by reducing the tendency to overclassify
documents. Overclassification impedes information sharing, diminishes the ability to formulate a view,
and adversely impacts decision-making. It also increases storage costs and the prospect of exfiltration
through insider risk.

While generally consistent and understood across ‘Five Eyes’ partners, the security classification
system may not be consistent with those used by new non-traditional partners. The necessity to work
with non-traditional partners such as Japan, India, and Taiwan arises from heightened geo-strategic
competition. Differences in security classification systems can degrade operational effectiveness. It can
also create information silos, information gaps, and difficulty connecting and communicating with
personnel with the appropriate security clearance.

The security classification system can exacerbate workforce challenges, especially in gaining security
clearances — see point four in this Submission.

Recommendations
The ONI could:

6.1 Critically examine the need for high-level security clearances for all Intelligence work
undertaken in the NIE.

6.2 Lead regular training, promote the use of appropriate tools, and undertake the development
of policies and procedures to mitigate the risk of the overclassification of information.

7. TOR - Do you think current oversight arrangements are effective and
consistent across the NIC, and if not, what oversight and evaluation
would be more effective and consistent across the NIC?

The Institute provided a submission to the Senate Finance and Public Administration Legislation
Committee on 24 June 2021 on oversight and evaluation, and a copy of our submission will be made
available to the 2024 Review if needed.

Several oversight arrangements are in place but could be enhanced by an annual report on the
operation of the NIE and annual reports by each of the individual agencies. An ONI annual report could
be developed and presented to government by the ONI as the coordinator of the NIE; to complement
the regular reviews of the Inspector-General of Intelligence and Security and the Parliamentary Joint
Committee on Intelligence and Security.

There is a complexity to reporting oversight and evaluation, and rather than crowd the current
processes with additional arrangements, a clear calendar of reviews would add value to all agencies
by highlighting the purpose of the review, who/which authority or agency is completing it and its focus.
The suggested annual report on the NIE should provide an assessment of the performance of the
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enterprise against a national intelligence enterprise strategic plan. It could be a report card against
current initiatives.

In contrast, a five or six-yearly review, such as the 2024 Review, could consider the longer-term vision
for the NIE, emerging and future-looking issues and preparedness to meet those challenges. It is
currently unclear whether an NIE strategic plan exists or whether there is any forecasting of emerging
issues against which strategic workforce planning is considered in the context of the enterprise - rather
than individual agencies in the NIC.

An approach of this nature would enable the establishment of measures of effectiveness for the NIE
with direct linkages to enterprise-wide aims and goals. Such measures would enhance oversight and
evaluation processes by providing a sound and stable basis to build and periodically assess progress
against.

Recommendations
The ONI could:
7.1 Prepare an annual report on the operation of the NIE for submission to Government.

7.2 Contribute to a five or six yearly review of the NIE which considers the longer-term vision for
the enterprise, emerging and future-looking issues and preparedness to meet those
challenges.

7.3 Establish measures of effectiveness for the NIE with direct linkages to enterprise-wide aims
and goals.

Conclusion

The approach to a national intelligence enterprise is evolving, and the ‘need to know’ concept has
shifted to the ‘need to share’. The next stage in that evolution is to ‘work as one’, harmonising and
coordinating efforts to manage national security in an organic, agile, technology-enabled, and strategic
way to respond to the current and emerging security environment.

The Institute strongly supports the concept of an NIE, as evidenced by the comments, insights and
recommendations made throughout this Submission. It suggests that an enterprise model — rather
than ideologically — will ensure Australia’s future security and preparedness at this critical time.

Dr Phil Kowalick
President AIPIO

24 November 2024
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