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ABSTRACT

9/11 produced significant changes to the US intelligence community,
while in contrast the attacks resulted in incremental changes in the
Australian intelligence community (AIC). Fast forward to 2017 however,
this article examines how the 2017 Independent Intelligence Review has
created the momentum for significant change in the AIC; and what
challenges may arise from reform initiatives flowing from the review.
While assessing the full impact of the current reform agenda will take
years, this article assesses key changes made so far (2017 to October
2020) and if they are resulting in a more effective, coordinated and
integrated intelligence community.

Introduction

This article explores how the 2017 Independent Intelligence Review is currently setting the agenda
for major reform of Australia’s Intelligence Community (AIC). It investigates key Review recommen-
dations and how these are being translated into a reform agenda currently underway in the AIC. In
particular, the article asks two questions: what is the significance of the reform agenda now under-
way compared to other historical reform efforts; and what are the signs so far that this agenda is
likely to yield a more effective, coordinated and integrated community? Before exploring both
questions, it is necessary first to place current reform efforts into their historical context, particularly
for non-Australian readers not familiar with key reform and developmental milestones of the AIC.

Historical context

The objective here is not to provide a detailed history of all changes in the AIC leading up to 2017.
Readers wishing to drill down on specific events can do so by exploring relevant references
included." What is offered is a brief survey of key historical landmark events, issues and policies
from 1945 up to 2017 that link past reform milestones with the contemporary reform agenda.

Cold War to 11 September 2001

Starting a brief historical overview of the AIC at 1945 may seem arbitrary since there were some
semblances of at least parts of what was to become the community prior to the conclusion of World
War 1; and in the decades between World War 1 and 2.2 However, 1945 is a more appropriate time to
start surveying the beginnings of a modern AIC as it aligns with developments in the intelligence
communities of key ‘Five Eyes’ partners, who (particularly the U.S. and UK) were to have significant
influence on its development.® Several historical accounts underscore the important implications
that arose from the United States and its Anglosphere partners being victors in World War 2. Such
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close military cooperation became a bedrock upon which ‘Five Eyes’ countries were able from 1945
onwards to build deep trusting relations and common capabilities. Trust of course was forged
(though not always maintained) at the political leadership level, but also at the intelligence officer
to officer liaison levels. Arguably from an intelligence perspective, the most profound legacy of
World War 2 was the creation of the vast global SIGINT alliance known as UKUSA - a treaty signed
between Britain, US, Canada, Australia and NZ originally in 1948, which has deepened significantly
since.*

While the UKUSA treaty was a significant stake in the ground for fostering trust and sharing of
intelligence between partner countries, it also had the effect of pushing greater domestic capability
building amongst treaty countries — particularly in Australia and New Zealand. For example, in the
1950s, both the US Truman and UK Atlee governments were concerned about KGB penetration in
Australian politics, bureaucracy and society. There were leaks of highly sensitive material from the
Department of External Affairs in Canberra to the KGB. London sent senior MI5 staff to Australia to
pressure the Chifley government to deal with Soviet espionage in Canberra and create their own MI5
later known as the Australian Security Intelligence Organisation (ASIO) in 1949.° Some senior MI5
staff stayed on afterwards in the new ASIO. Shortly thereafter in 1952, the Liberal government of
Robert Menzies without public knowledge approved the establishment of the Australian Secret
Intelligence Service (ASIS) to gather information abroad about threats to Australian security.® Other
key agencies of the AIC were established during the late 1940s and early 1950s in the Australian
Defence Force, including the Defence Signals Bureau in 1947, which was later renamed the Defence
Signals Directorate (DSD) in 1978 — and most recently the Australian Signals Directorate-ASD in
2013/

Other military components of the AIC included the establishment in 2000 of the Defence Imagery
and Geospatial Organization (DIGO), which was an amalgamation of three earlier agencies: the
Australian Imagery Organisation (AlO), the Directorate of Strategic Military Geographic Information
and the Defence Topographic Agency. Like ASD, DIGO was renamed the Australian Geo-Spatial
Organization (AGO) in 2013. Finally, in the Defence portfolio, is the Defence Intelligence Organization
(earlier referred to as the Joint Intelligence Organization). All three defence intelligence agencies
(ASD, DIO and AGO) were derivative products of the Cold War.

By the early 1950s, most of the agencies that make up the current AIC had been established
except the Office of National Assessments (ONA), which was set up by the Liberal-National Coalition
government of Malcolm Fraser following a recommendation by Justice Hope's Royal Commission on
the Intelligence Services that the AIC needed a centrally located and independent assessment
function that was not the captive of one strong department such as the Defence Department.?
Arguably, before the 2017 IR, the 1977 Hope Royal Commission was the greatest catalyst for change
within the AIC as it sought to address growing tensions between different agencies and deal with
what Justice Hope referred to as fundamentally a ‘fragmented, poorly coordinated and organised’
(intelligence community) that ‘lacked proper guidance, direction and control.” To remedy this, the
Fraser government established the Office of National Assessments (ONA) in 1977. The ONA was to
provide all sources assessment advice and oversight of the AIC reporting directly to the Prime
Minister.

Another significant outcome of the second Hope Royal Commission’s report (1984) was the
government’s decision to create the office of the Inspector General of Intelligence and Security
(IGIS) in 1985, which was designed to be a powerful and independent oversight body into the AIC."°
The combination of the two major judicial reviews and the later enactment of the Intelligence
Services Act 2001 all served to promote greater accountability and transparency over time in the
functions and responsibilities of various AIC agencies. In addition to broadly prescribing the powers
of ASIS, AGO and ASD, the Intelligence Services Act 2001 also established the Parliamentary Joint
Committee on Intelligence and Security (PJCIS) to review the administration and expenditure of
ASIO, ASIS, AGO, DIG, ASD and ONA, and make recommendations to the relevant ministry.'' The
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PJCIS however, unlike the US Senate Select Committee on Intelligence and its House (HPSCI)
equivalent does not conduct any classified hearings into AIC operational matters.

In summary, the key milestones discussed above underscore a gradual evolution of the AIC from
the early post-war years, throughout the Cold War and up to 9/11. Like other ‘Five Eyes’ partners, this
evolution arose from the impact of several variables, including geo-political developments, innova-
tion and technology that improved collection and other capabilities as well as internal political and
bureaucratic policy development. As noted, the Hope Royal Commissions produced significant
change in the coordination and accountability mechanisms in the AIC. Both commissions created
the modern bedrock of the AIC upon which the community did not fundamentally shift from for the
remainder of the Cold War and arguably into the post 9/11 period as well.

Post 9/11 to 2017

After 9/11 however, and shortly followed by other global and regional security events such as the
Bali bombing of October 2002 and the London attack of July 2005, non-state actor threats were now
vying for the attention of successive Labor and Liberal coalition governments in Australia. In
particular, for the political leadership in Canberra, it was clear after 9/11 that terrorism was no longer
a nuisance low impact crime, but rather a growing existential threat—one that remains a top national
intelligence priority to this day. While the events of 9/11 were concerning to Australia’s political
leadership, of greater focus was the regional dimension of the terrorism threat. Concerns became
especially escalated after the 12 October 2002 Bali Bombing, which killed 202 people-88 of them
Australian citizens. The attack was authored by Indonesian terror group Jemaah Islamiyah (JI), but
there was also growing concerns about other regional groups such as the Philippines Abu Sayyaf.
The rise of JI and other regional terrorist groups in the initial few years after 9/11 demonstrated that
the AIC and Australian police did not have a deep understanding of such regional threat actors,
including their links to al-Qaeda."?

In the aftermath of the Bali attacks, the Howard Government made several political and policy
decisions at the national, regional and international levels about how to manage the growing
terrorism threat to Australian interests. Space limitations prevent a full discussion of all these.'?
However, in short order after the Bali bombings most member agencies of the AIC received a funding
boost to increase counter-terrorism capabilities. Of particular, note the Australian Federal Police
(AFP), which prior to 9/11 did not have a large counter-terrorism capacity saw the equivalent of
a doubling of its budget to AUD 500 million after 9/11."* Also in 2004 at the national level, the
Department of Foreign Affairs and Trade (DFAT) produced a white paper on terrorism, which was an
early attempt to articulate a whole of government strategy to counter-terrorism.'® At the regional
level, MOUs were struck initially with Indonesia and Malaysia to counter-terrorism and to increase
joint police and intelligence counter-terrorism efforts. At this time also Australia’s participation in the
invasion of Afghanistan in 2002 and Iraq in 2003 also highlighted the ongoing threat to Australian
interests from terrorism and the need for further investment in the AIC's collection capabilities.
Important as non-state actor threats (such as transnational and regional jihadist threats) had come in
the first few years after 9/11 however, government efforts to increase IC's capabilities in response did
not result in a wholesale rethink of the Community’s structure.

Even in 2004, when the government commissioned the Flood Report to examine various aspects
of the AIC including its performance in assessing Iraq’s WMD capabilities prior to the coalition
invasion in 2003; and its understanding of regional terrorism groups such as JI-there was no
major community-wide restructure recommended by the reviewer Philip Flood. Flood choose to
stick to reviewing the AIC's foreign intelligence capabilities and not how these interacted with
domestic intelligence or the wider law enforcement community.'® The latter and additional focus
would have provided a more comprehensive review. In the main though, Flood concluded that the
architecture designed by Justice Hope in the 1970s for the AIC remained valid, and there was no
need for fundamental structural change.”"” Importantly though, Flood did recommend further
reviews of the AIC in a period every 5 to 7 years. Since 2004 governments of both political
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persuasions have commissioned two additional independent inquiries into the AIC. The next
occurred under the Gillard Labor government in 2013 - and the third the subject of this article -
the 2017 IIR - occurred in 2017 under the Turnbull Liberal-National Coalition government.

In 2007, after the conservative Howard Government was voted out of office, there was again
momentary speculation that the incoming new Labor government of Prime Minister Kevin Rudd may
embark on a radical structural overhaul of Australia’s national security arrangements. Rudd intimated
as much prior to forming government that a major redrafting of the national security architecture
was possible — and rumours abounded that this might mean the creation of a U.S. style Department
of Homeland Security or even the equivalent of an ‘Australian ODNI.’ Rudd tasked Ric Smith a former
Ambassador to Beijing, who also had senior appointments in the Departments of Foreign Affairs and
Trade and Defence to review current national security arrangements.'®

In the end the Smith Review, discounted the need for a U.S. style DHS or the creation of an ODNI
supra agency to provide stronger coordination across the AIC and law enforcement agencies.
Instead, Prime Minister Rudd during his First National Security Statement delivered to parliament
in December 2008, opted for stronger coordination of current arrangements through the
Department of Prime Minister and Cabinet. This included the creation of a new office of the
National Security Adviser within the prime minister's department, to provide strategic direction
and support a ‘whole-of-government national security policy.”'® Other minor AIC structural change
saw the establishment in 2011 of the Counter-Terrorism Control Centre (CTCC) housed in ASIO to
overcome some siloing of information seen in National Threat Assessment Centre and promote more
efficient identification of intelligence and investigative priorities.?

However, for the most part, as noted earlier, legislative activism, increased funding and the
establishment of additional coordination arrangements were the three main responses by successive
governments to any AIC reform from 9/11 up until the Turnbull Liberal-National Coalition govern-
ment’s commissioning of the 2017 IIR.

From the legislative perspective, there was a proliferation of counterterrorism and intelligence-
related legislation from 2001 to the present. In the first decade alone after 9/11, 54 pieces of anti-
terrorism legislation were passed by the federal parliament and many of these increased the powers
of AIC agencies such as ASIO and AFP to hold and question suspects for longer periods before being
charged and to control the movements of others.?’ Much of this legislation as noted earlier was
passed during the government of Prime Minister John Howard (1996-2007). The Labor government
years of Prime Ministers Rudd, then Gillard and Rudd again (2008-2013) were less active in the
legislative area, but the cumulative effect of all legislation enacted by successive governments has
been a larger suite of powers for the AIC compared to most other ‘Five Eyes’ partners. Legislation has
provided the AIC with extensive powers to operate in more flexible and proactive ways to prevent
and disrupt particularly terrorists’ threats than arguably exist in other ‘Five Eyes’ partners.*2

There is insufficient space to get into the specifics of legislation enacted from 2001 to the present.
But as a general rule AIC agencies were given additional collection and operational powers as
governments perceived threats both on and offshore evolving. For example, as concern moved
away from al-Qaeda to the expansion of the Islamic State (IS) in Iraq and Syria in 2014 a further suite
of legislation was enacted by the incoming conservative Abbott and Turnbull governments. For
example, the Counter-Terrorism Legislation Amendment (Foreign Fighters) Act (2014) was designed
to prevent young Australians suspected of being radicalised jihadists travelling to proscribed areas of
concern in the Middle East including the IS Caliphate in Syria to fight for IS. Other notable legislation
passed included the National Security Legislation Amendment Act (2014), and the Telecommunications
(Interception and Access) Amendment (Data Retention) Act (2014). Both were significant enhance-
ments of Australia’s national security and intelligence collection capabilities—arguably not seen since
the Howard Government in 2007'.23 Importantly though the proliferation of legislation did not
prompt governments into any systemic and structural reconfiguration of the AIC rather it expanded
the powers of existing agencies.
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Though at this time, an accumulation of over 15 years of either amended or new counter-
terrorism and intelligence legislation started to raise concerns by the federal opposition and the
public about the impact of enhanced surveillance and more prescribed measures in the Foreign
Fighters Act that were also seen to restrict public speech that might be interpreted as supporting
terrorism.>* Concerns were compounded in the community following the Edward Snowden revela-
tions about the scale and various methods used by the NSA and its other ‘Five Eyes’ equivalents such
as Australia’s ASD.?> WikiLeaks had already precipitated a greater political and community debate in
Australia about the role of intelligence, surveillance and privacy.?® However, the June 2013 Snowden
leaks had a catalytic effect on this debate, particularly when it was revealed the AIC was spying on
senior members of the Indonesian government including on behalf of the NSA during US-Indonesian
trade talks.”’

From 2013 onwards, increasing debates in the Australian media and community emerged about
the application of counter-terrorism laws by various AIC agencies and whether they were appro-
priate, proportionate and legal. Though the seeds of growing community concerns were already in
place by the mid-2000s when the AFP detained and arrested Dr Mohamed Haneef for his alleged role
in failed attacks on a London nightclub and Glasgow airport in July 2007. A subsequent judicial
inquiry (the Clarke Inquiry) into the matter found the evidence against Haneef ‘completely deficient’
and that ASIO had informed the AFP that there was no evidence to suggest Haneef was ‘guilty of
anything’.?® Ultimately, Clarke concluded that AFP Commander, Ramzi Jabbour, manager of
Counter-Terrorism Domestic, had ‘lost objectivity’ and was unable to see that the evidence he
regarded ‘as highly incriminating amounted to very little’.?® Clarke recommended parliament
implement oversight of the AFP and reform the counter-terror legislation.>® Similarly, an internal
review commissioned around the same time as the Clarke Inquiry (the Street Review) of the AFP
counter-terror practice identified a failure of ‘interoperability between the AFP and its national
security partners’' But yet both the Flood inquiry discussed earlier nor the government responding
to the Clarke Inquiry saw any urgency to look at how AIC agencies were using an ever increasingly
complex suite of counter-terrorism legislation and whether any structural change to the AIC would
help remedy operational deficiencies in how legislation was being applied.

In addition to the enactment of a large volume of counter-terrorism and intelligence-related
legislation, a second strategy used by successive governments from mid-2000 to the present to
improve AIC capability has been increasing agency headcount and operational capability.®? For
example as the 2015 Review of Australia’s Counter-Terrorism Machinery noted, between 2001 and
2014, the budget for ASIO increased more than fivefold; that of the ONA almost quadrupled; for ASIS
it more than tripled and for the AFP it more than doubled.>* Meanwhile, recruitment to the AIC also
rose dramatically. ASIO’s staff increased from 600 officers in 2002 to 1980 by the 2017-18
financial year.>* AIC funding fell a little after the Labor government’s review of counter-terrorism
in 2008 - though mounting concern about the internal and external threat posed by the rise of
Islamic State saw Tony Abbott’s Liberal-National Party coalition government increase the AIC budget
by a further AUD 634 USD million in 2014.3> This investment represents a significant long-term
commitment to placing intelligence security at the forefront of the government response to the new
risk environment.

This increased investment in AIC capability by the incoming Abbott Government was based on an
assessment by cabinet that the threat from global Islamist terrorism was growing and becoming
even more diverse and complex.®® While Al-Qaeda’s central network was disrupted, its many
franchises in the Arabian Peninsula, the Maghreb, and in Iraq and Syria were still active. The political
instability in Iraq following the US drawdown of troop in 2009 and the civil war in Syria also led to the
evolution of ISIS from Abu Musab al Zargawi’s al-Qaeda in Irag, whilst the al-Nusra Front took shape
in Syria after 2012. As mentioned earlier, the desire of radicalised western youth to take partin the IS
struggle against Iraqi, Syrian regimes and western coalition military forces proved great. IS also
became more sophisticated than Al-Qaeda in its use of digital communications that facilitated global
recruitment, operational planning and propaganda. In particular, IS became very skilful in recruiting
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or inspiring lone actors to carry out attacks in European cities, the US, Canada and Australia. As the IS
Caliphate consolidated its physical and virtual power, the AIC and its ‘Five Eyes’ partners began to
increasingly struggle in collecting and disrupting against a new kind of counter-terrorism threat —
particularly marked by random lone actor attacks with little or no warning.?” While the AIC and other
‘Five Eyes’ ICs have invested heavily in monitoring IS and other jihadist social media communica-
tions, the interception, decryption and analysis of social media remains an ongoing capability
challenge.®®

The emergence of Islamic State in 2014 and ‘lone actor attacks’ in Melbourne and Sydney
discussed earlier coincided with Tony Abbott's new Liberal-National Coalition government (2013--
2015) and resulted as described above in a further review of security, as well as the promulgation of
new laws to address the phenomenon of foreign fighter recruitment and online ‘radicalization’. Yet
none of these measures including those implemented during the Labor Rudd/Gillard/Rudd
Governments resulted in significant structural reform of the AIC. On the whole, policy and legislative
reforms tended to be more adhoc in responding to external geopolitical events. Enhanced coordina-
tion efforts, funding and legislation seemed to be generally the prescription offered rather than any
contemplation of a wholesale rethink of the Australian intelligence enterprise.

This approach begun to change, however, when in November 2016, Prime Minister Malcom
Turnbull announced the commissioning of a third independent intelligence review - the other two
occurring in 2004 (Flood Report) and 2011 (Cornall and Black Report) respectively.>® Two respected
senior bureaucrats, Michael L' Estrange and Steven Merchant were appointed reviewers. The Prime
Minister's media statement briefly outlined the broad objectives of the review though little detail
was given publicly about any specific concerns the government had on the AIC's performance.
Rather the language of the media statement implied the government was looking for a ‘health check’
rather than a root and branch review. Unlike the Flood Report, there was no pressing intelligence
failure needing investigation, but unlike Flood — the 2017 IIR proved to be more comprehensive in
reaching out to AIC agencies, political leaders, other AIC customers and the community for
consultation.”® The reviewers identified several coordination, funding, IT, legislative, and account-
ability issues that could be strengthened in the AIC. Limited space does not permit a full analysis of
all 23 recommendations listed in the 2017 IIR report. Instead, the remaining part of this article will
focus on recommendations 1, 3, 14,15 and 21 to 23. Combined they provide a good indicator of both
the significance of reform measures articulated in the report and allow some preliminary assess-
ments on whether they will likely result in greater coordination, integration and effectiveness across
the AIC enterprise.

The 2017 independent intelligence review and key recommendations

The most important recommendation (number 1) was that an Office of National Intelligence (ONI) be
established as a statutory body within the Prime Minister's portfolio. In the report’s executive
summary, the reviewers made it clear that ‘excellence’ overall defined the AIC’s activities, yet an
even higher level of performance was possible through further strengthening integration across
agencies. What was missing they concluded was a stronger coordination of the intelligence enter-
prise similar to efforts made they argued by intelligence communities in the U.S and UK post 9/11.%'
Their remedy for enhanced integration and performance was recommending the creation of ONI-
headed by a Director-General, who would become the Prime Minister’s principal adviser on matters
relating to the national intelligence community. The Director-General would not be given the
powers to direct specific functions and activities of agencies but would be responsible for the co-
ordination of the AIC to ensure there existed an appropriately integrated approach across the suite
of agency capabilities.

ONI would also be given the responsibility for enterprise-level management of the AIC which
includes: ‘leading the development and implementation of national intelligence priorities, under-
taking systematic and rigorous evaluation of the performance of the agencies, implementing
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strategic workforce planning and facilitating joint capability planning; including for the development
of an environment for enhanced data sharing and collaborative analysis.*> ONI would subsume the
Office of National Assessments—the all source assessment agency established in 1977 and undertake
its intelligence assessment function in an expanded way that included greater contestability and
more extensive engagement with external expertise.*?

The second most important recommendation (number 3) identified by the Reviewers is the
establishment of the position Deputy Director General (ONI): Intelligence Enterprise Management,
who would be responsible for leading the many enterprise-level management responsibilities
mentioned in the last paragraph. This executive role would also be expected to facilitate closer
coordination, evaluation and integration of key intelligence missions such as cyber security and
counter-terrorism intelligence. Although the former ONA played a central role in the coordination of
various AIC intelligence activities, adding formally integration and evaluation functions signalled an
expectation by government that ONI was to have a more prescribed role in how the AIC as a whole
was working and reporting this back to government regularly.

Thirdly, there were four recommendations (15,21-23) relating to various oversight and account-
ability matters. The first (recommendation 15) suggested to government a comprehensive review of
legislation governing the AIC. Recommendation 21 argued for an expansion of the oversight roles of
both the Parliamentary Joint Committee on Intelligence and Security (PJCIS); and the Inspector-
General of Intelligence and Security (IGIS) to apply to all 10 agencies within the AIC. This long-
overdue expansion of IGIS’s remit means it will now have (once the IGIS Act 1986 is amended)
oversight of the intelligence functions of four additional agencies: the Australian Federal Police, the
Department of Immigration and Border Protection, the Australian Criminal Intelligence Commission
and the Australian Transaction Reports and Analysis Centre (AUSTRAC). The other two (recommen-
dation 22 and 23) were also overdue, but once implemented will result hopefully in a material
improvement in AIC oversight and accountability.

Recommendation 22 advised the government to increase full-time staff at the IGIS to at least 50 -
allowing more frequent and deeper inspections of AIC operations.** Similarly, an expanded oversight
role for the Parliamentary Joint Committee (PJCIS) was suggested by the Reviewers, where the
Committee will now be able to request the IGIS to conduct an inquiry into the legality and propriety
of operational activities and provisions within the AIC as well as allowing the PJCIS to initiate its
inquiries into-the administration and expenditure of the now 10 intelligence agencies. Both mea-
sures are not insignificant, but they do not allow the PJCIS to conduct classified hearings into
operational matters within the AIC.

The final noteworthy recommendation (no 14) was a suggestion by the Reviewers that ONI
needed a more structured and strategic approach to identifying responses to changes in science
and technology that impact the AIC. Two remedies were identified. One related to the establishment
of a National Intelligence Community Science and Technology Advisory Board and the other was the
creation of a National Community Innovation Fund to support research that addressed capability
needs and solutions.*® Related to building capacity was a further recommendation (number 7) that
a joint capability fund be established to support technological innovation and the development of
shared capabilities. The idea being that the fund could help government plan more strategically
regarding future capability gaps. The next section summarises how the above seven recommenda-
tions have been operationalised and their impact on the AIC so far.

Operationalising key review recommendations
Recommendation 1 creation of ONI

The government accepted all the recommendations of the 2017 IIR report upon its release in
June 2017. The most important of these as noted earlier was the establishment of ONI from its
predecessor agency the ONA. This required new legislation: The Office of National Intelligence Act



8 P. F. WALSH

2018 passed in December 2018. ONI's predecessor ONA had always been a small (approximately
under 100 pre-2017) largely assessment-focused agency. With ONI's enhanced mandate, particularly
in intelligence enterprise management — ONI's headcount is expected to roughly triple to about 300
staff over the next few years (2020-2023).*® ONI's headcount is also being supplemented by transfers
from other AIC agencies and staff, who previously worked in the national security intelligence
section of the Department of Prime Minister and Cabinet. In addition to hiring staff to fulfil the
new enterprise management function ONI has moved into expanded accommodation.

Recommendation 3 ONI’s new enterprise-level management role

Since its establishment in December 2018, ONI has also taken concrete steps to implement various
initiatives and processes relevant to carrying out its new and legislatively mandated enterprise-level
management role of the AIC. For example, it has established mission intelligence groups (MIGs) each
focusing on a particular Australian intelligence mission priority set by government. The MIGs are led
by a mission manager and a number of staff, who can help identify collection, assessment and
capability gaps across the community-thereby providing a more coordinated and deconflicted
approach. As noted earlier, the now expanded AIC consists of 10 agencies rather than the six prior
to the review. The new coordination arrangements through the MIGs should begin to streamline
areas where there currently is insufficient coordination particularly around collection and assessment
capabilities—human or technical.

Each MIG is led by a middle-ranking intelligence officer. However, care is needed to ensure there is
a good mixture of different AIC agencies personnel leading various MIGs with the appropriate
expertise rather ONI attempting to lead them all. Although the new MIG structure will likely improve
coordination and integration on mission priority areas, mission managers, however, do not have
expressed authority to mandate agencies to collaborate on mission collection priorities. It is likely in
significant mission priority areas such as China or cyber, MIGs will promote enhanced coordination
and integration of collection and assessment capabilities. Though perhaps for lower mission priority
areas mission managers in ONI will need to demonstrate adeptness in ‘herding’ various already
resource strained AIC agencies to work together.

Though progress has been made in establishing MIGs, it is less clear how ONI will progress its
broader suite of enterprise-level management coordination and integration roles across the AIC. For
example, in more conventional threat spaces such as counter-terrorism, ASIO has led in the coordi-
nation, integration and priority setting of the AIC response effectively. So, it is unclear how ONI will
value add to existing arrangements in ways that facilitate closer coordination and integration in
a number of cross AIC efforts.

Nonetheless, it is clear that de-confliction in coordination and integration of intelligence activities
may need to occur between AIC agencies in the future on some mission areas. The greater potential
concern in the short to medium term is how ONI goes about its enterprise management role when
another recently established super-ministry-the Department of Home Affairs (DHA) also has within
its mandate an intelligence coordination role. The DHA was created by the Liberal-National Coalition
Turnbull Government on 20 December 2017. It brings together the Australian Border Force (ABF), the
Australian Federal Police (AFP), the Australian Criminal Intelligence Commission (ACIC (including the
Australian Institute of Criminology)), the Australian Security Intelligence Organisation (ASIO), and the
Australian Transaction Reports and Analysis Centre (AUSTRAC). The DHA includes the entirety of the
former Department of Immigration and Border Protection and functions that came from other
Departments relating to multicultural affairs, emergency management, transport security, transna-
tional serious and organised crime, criminal justice policy, national security and counter-terrorism
coordination, cyber policy, and countering foreign interference.

Each of the six DHA participating agencies maintain their statutory independence rather than
being formally dissolved. The official government rationale for creating a super department was
posited the following way in its first Annual Report:
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‘the portfolio brings together the strengths of each individual agency in a synthesis that is stronger than any
constituent part could be. ‘The Portfolio is structured to benefit from the collaboration and alignment of
sustained joint-agency effort” ‘Through even closer cooperation and sustained joint activity between our
national security and law enforcement agencies, including federal, state and territory government agencies,
the Portfolio will continue to coordinate and drive national efforts against terrorists, criminals and others who
wish to harm the Australian community.*’

Itis clear that both the creation of ONI and the Home Affairs portfolio combined represent significant
reforms to not just national security, but also to the broader federal law enforcement architecture.
But the establishment of the DHA has been more controversial than the creation of ONI. The federal
opposition party (the Labor Party), media reporting and some quietly in the intelligence community
have criticised the need for the creation of a super ministry, which essentially puts key federal law
enforcement agencies (AFP and the ACIC) together with Australia’s domestic security intelligence
agency ASIO. Criticisms have included that combining all these agencies under the one minister
instead of the previous three or four invest a single minister with enormous power. There was also
a political dimension to its establishment with the former and deposed Prime Minister Malcolm
Turnbull creating it to help assuage the political ambitions of its newly appointed minister Peter
Dutton. In summary, an argument can be made that the creation of the DHA was an attempt by
government to fix ‘coordination issues’ between federal law enforcement and national security
intelligence agencies that didn't exist. Indeed, less than 2 years before DHA was established, even
the government’s 2015 commissioned Review of Counter-Terrorism Machinery argued against its
creation-saying ‘it was not an optimal response to the terrorism threat and might end up privileging
domestic over international elements of the problem.”®

Since its establishment in 2017, however the DHA has set up several new coordination functions
for Transnational, Serious and Organised Crime and Counter Foreign Interference. DHA has also
moved the Commonwealth Counter-Terrorism Coordinator and the National Cyber Security Advisor
into the department. But it is less clear from its inception the kind of leadership role the department
wishes to play in the intelligence coordination and broader enterprise management space. DHA
when first established stood up an intelligence and capability group, which suggested it had
ambitions to lead coordination efforts between federal law enforcement agencies and wider AIC.
Though in the last two years (2018-2020), DHA's executive have struggled to demonstrate how
a new super ministry can value add to existing AIC and law enforcement intelligence coordination
beyond what its individual agencies such as ASIO and the AFP already do. Somewhat tellingly that
the DHA's intelligence leadership aspirations are being adjusted, its most senior intelligence official-
the deputy secretary for intelligence capability group left the department in 2019. The intelligence
function now seems to have been given less prominence and has been subsumed into an entity
called ‘Technology and Major Capability Group’.*® At the time of writing this downgrading of the
DHA, intelligence coordination function suggests the super-ministry is focusing more on playing
a policy rather than intelligence coordination and integration role in the AIC.

There is currently no evidence that any intelligence coordination, integration and capability focus
DHA has at this point is conflicting with the formal legislated enterprise management role ONI was
given in the ONI Act 2018. Nonetheless, the work DHA does on intelligence coordination through its
taskforces and intelligence capability development (e.g. training programs, science and technology
initiatives) could in the future cut across similar enterprise management initiatives driven by ONI.
This could result in similar or different intelligence coordination, integration and capability initiatives
developed by ONI and DHA that waste or duplicate resources-resulting in less integration and
coordination across the AIC.

The Director General ONI and the Secretary of DHA will need to identify mutually agreed
governance arrangements to ensure ONI continues to play the central enterprise management
role of the AIC, yet allows the DHA and its agencies to identify integration, coordination and
capability measures that best work for its agencies. ONI/DHA governance arrangements for instance
need to address questions such as what coordination role should ONI have if any in areas such as
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counterterrorism, cyber, foreign interference and AIC training and education compared to DHA or
the role of individual agencies?

Recommendation 14 a new enterprise-wide science and technology role for ONI

As noted above, recommendation 14 suggested that as part of its new enterprise management role,
ONI needed a more structured and strategic approach to identifying the impact of changes in
science and technology on the AIC. Since 2018 ONI has made some progress in this area by
establishing the National Intelligence Science Advisory Board (NISAB). The NISAB currently includes
representatives from all NIC agencies and invited senior researchers from a range of Australian
research institutes and universities. At the time of writing its focus seems mainly on STEM disciplines;
and the Board’s terms of reference are yet to be finalised.

Another related area, however, where more progress has been made by ONl is the establishment
of a joint capability fund for the AIC (2017 IIR recommendation 7). All AIC member agencies pay into
the joint capability fund and can apply for larger funds to support gaps in technological innovation,
training and other workforce development. AlC agencies on applying for funding must demonstrate
how their project will help not only their agency but improve overall AIC capability. There have been
three joint capability funding rounds since ONI’s establishment though details of what gets funded is
classified at SECRET or above.

Recommendations 15, 21-23 expansion of intelligence legislative and oversight mechanisms

The final four recommendations (15, 21, 22 and 23) as noted above relate to reforms on the AIC's
legislative and oversight mechanisms. Recommendation 15 called for a comprehensive review of
Acts governing the AIC. This review commenced in May 2018 following the government’s announce-
ment that former Secretary of DFAT, Defence and Director Security (ASIO) Dennis Richardson AO will
conduct a comprehensive review of the legal framework governing the national intelligence
community.”® Mr Richardson submitted a SECRET review report to government in December 2019
and AIC agencies are now considering its recommendations. At this stage, it is not clear when the AIC
will provide government with its collective response to the review. It may take until the end of 2020
given the current operational tempo of AIC agencies and the government’s overwhelming focus on
COVID-19. As discussed earlier, since 9/11 successive Australian governments have introduced
a significant tranche of legislation in areas such as counterterrorism, illegal immigration, organised
crime and foreign interference that impact on AIC operations. A streamlining of national security
intelligence legislation is warranted though at this time it is uncertain how the government will
approach this and what impact any legislative reform will have on the AIC, including the implemen-
tation of other post-2017 Review reforms. Further clarity on how the government will simplify
a crowded suite of intelligence legislation will emerge once it releases a public version of the
Richardson Review.

Recommendations 21 to 23 focused on expanding the oversight role of the Parliamentary Joint
Committee on Intelligence and Security (PJCIS) and the Inspector-General of Intelligence and
Security (IGIS). Recommendation 21 dealt with the legislative changes required to expand IGIS and
PJCIS oversight over the expanded 10 agencies within the National Intelligence Community. The key
acts to be amended for the PJCIS is the Intelligence Services Act 2001 and for the IGIS Act 1986. At
the time of writing, neither has been amended. The amendments are straightforward and nearly 3
years on from the 2017 Review should have been completed. It is difficult to speculate why there has
been a delay. It is possible there is a backlog of legislative amendments given the government’s
current preoccupation with COVID-19. Parliamentary committee work and indeed parliament itself
has been operating in a piecemeal fashion for most of the first half of 2020. But it is also possible that
the government will wait until the AIC responds to recommendations from the Richardson Review
and make amendments to all relevant intelligence legislation at this point.
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Recommendations 22 and 23 are also consequential and once implemented should result in
material improvement in AIC oversight and accountability. Recommendation 22 suggested to
government that the principal independent intelligence oversight institution-the Office of the
Inspector-General of Intelligence and Security (IGIS) be expanded in headcount in order to better
manage an expanded oversight role of the now 10 AIC agencies. The Reviewers recommended to
government that IGIS headcount be increased to 50 staff and the government has now provided
funding for this increase.

Since early 2019, IGIS has been in the process of recruiting additional staff of 55 to take on the
increased oversight role of 10 agencies. This will represent a tripling in numbers compared to pre-
2017 IR levels. Although IGIS Act 1986 has not yet been amended to allow for formal oversight
investigations into all 10 agencies, the IGIS in the meantime has seconded staff to the new AIC
agencies (e.g. AUSTRAC, the ACIC, AFP and DHA) it now has oversight for in order to build relation-
ships with them. The IGIS annual reporting shows that while waiting for amendments to relevant
operating legislation, the office has engaged in a number of organisational activities to better
prepare for both an expanded and more complex workload. Importantly IGIS has begun
a comprehensive review of internal governance arrangements, which amongst other things will
look at the types of staff currently employed.’' At the time of writing despite post Review progress in
IGIS reforms however, the office cannot begin formal oversight reviews of all 10 agencies until it has
been given the authority via the legislative amendments discussed earlier.

Finally, recommendation 23 suggested to government the expansion of the oversight role for the
Parliamentary Joint Committee (PJCIS). The PJCIS will now be able to request the IGIS to conduct an
inquiry into the legality and propriety of AIC operational activities and provisions and for the
Committee to initiate its inquiries into the administration and expenditure of the now 10 intelligence
agencies is a significant change. Again, the government accepted this broader mandate for the
PJCIS. However, the government also agreed with the Reviewers that the IGIS should remain the key
oversight body to conduct classified oversight of AIC operational activity rather than the PJCIS. In
a submission to the 2017 IIR, the author argued that the PJCIS should be given this expanded role as
an additional check and balance on the parliamentary executive and IGIS oversight activities.>?
However, the Reviewers did not recommend this change to government which would have put its
mandate more in line with the legislative oversight bodies of other ‘Five Eyes’ countries such as the
U.S Senate Select Committee on Intelligence and the House Permanent Committee on Intelligence-
or Canada’s National Security and Intelligence Committee of Parliamentarians (NSICOP).

In the end after some deliberation, the reviewers argued that giving the PJCIS this additional
oversight power over sensitive operational matters would duplicate existing oversight provided by
responsible ministers, the IGIS and the Independent National Security Legislation Monitor (INSLM).>*
The INSLM reviews independently the operation, effectiveness and implications of national security
and counter-terrorism laws. The Reviewers argued that ministers were best to judge how effective
agency operations are and be accountable for them to parliament. They added that the PJCIS can still
look at matters once referred to them.> As a compromise on this potential increase in the
parliamentary committees’ oversight powers, the reviewers recommended instead that the Director-
General, ONI and the IGIS should brief the PJCIS regularly. In addition, that the PJCIS should be given
authority ‘to request the IGIS to conduct an inquiry into the ‘legality and propriety of particular
operational activities of the NIC agencies.”®

Outlook

In this final section, the article returns to the two central questions posed earlier: are the post-2017 lIR
reforms significant and are they improving coordination, integration and the effectiveness of the
AIC? The first question is easier to address. It is clear that the 23 recommendations in the 2017 IIR and
the associated reforms to date represent significant reform to the AIC likely not seen since Hope
Royal Commission reforms of the 1970s and 1980s. Just implementing recommendation 1 alone is
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a significant reform as it resulted in the creation of the ONI and provided the AIC with a central
agency with a legislatively prescribed role to monitor and promote enterprise management coordi-
nation, integration and capability development.

The main theme in the 2017 IIR Report was the need for a single point of coordination for the AIC
and this has now been achieved. The Reviewers noting other ‘Five Eyes’ partners such as the UK and
USA had taken steps to strengthen the coordination and integration of their intelligence commu-
nities saw the establishment of the ONI as the primary vehicle for building strong, ‘strategic-level
management of intelligence as a national enterprise built on the specific attributes of individual
agencies.”®

But the ‘significant reform measures’ underway post the 2017 IIR at this point have not yet
consistently translated into a more coordinated, integrated and effective AIC. The discussion above
on how various recommendations have been operationalised suggest progress in the coordination
and integration of some enterprise-wide functions and only modest improvement in others. For
example, ONI's new intelligence enterprise management portfolio has made progress on formal
intelligence coordination and priority setting processes through the MIGs.

However, in other ways ONI has failed to take a leadership role in coordinating and integrating
AIC intelligence efforts at the strategic level. For example, in terms of providing intelligence support
to relevant decision-makers during the COVID-19 pandemic ONI has not used this opportunity to
credentialise its new enterprise management leadership role across the AIC. Instead other opera-
tional agencies in the AIC such as the ACIC, ASD and the Australian Defence Force have been more
centrally involved in providing intelligence support to health authorities and the government.
Arguably, ONI's limited role in responding to COVID-19 can be viewed as its first significant failure
in its newly mandated enterprise management function. Hopefully though, going forward and after
the acute phase of the pandemic ends it can begin to demonstrate a leadership role in the
coordination and integration of health security intelligence for the AIC by creating, for example,
a health security intelligence MIG.>” There will be other emerging threats and risks this decade and if
ONI cannot get ahead of these threat trajectories to lead the AIC in coordinating and integrating
intelligence collection, analysis and capability development - it will fail the aspirations of the 2017 lIR
reviewers; and more importantly its legislative-mandated role of enterprise management.

Additionally several parts of the ONI Act 2018 (e.g. Division 2 Section 7(10(b); Clause 9(1)(b);
Clause 9(1)(d)) give ONI authority to evaluate various AIC functions, particularly as they relate to
whether AIC resources are being allocated appropriately; and assessing ‘intelligence failure” within
the AIC. At the time of writing however, it is not apparent how much progress ONI has made in
developing evaluation metrics for a broad range of coordination, integration and capability devel-
opment processes and activities across the AIC. Processes for evaluating the annual performance of
some enterprise activities such as collection and assessment against mission priorities may be easier
and quicker to implement than others such as developing metrics that all 10 agencies will agree on
in areas such as workforce development or common IT systems. ONI's new enterprise management
function has only been in existence for only 2 years. Nonetheless in the next two years, it will need to
develop a range of evaluation metrics in collaboration with all 10 agencies that provide government
with better audits of performance - yet are implemented with agencies buy in rather than being
imposed on them. As noted earlier, an additional potential barrier to effective integration, coordina-
tion and also evaluation may be if the DHA sees a performance evaluation role for itself over and
above what ONI is mandated to do.

Other areas where post-2017 IIR reforms have been made related to the establishment of a joint
capability fund and a National Intelligence Science Advisory Board (NISAB). The effectiveness of the
former seems more promising at present than the latter. The NISAB could potentially play a critical
role in advising the AIC on capability development and identifying world-class researchers to work
on filling capability gaps and advising on emerging threats and risks. However as noted, its current
focus on STEM research while understandable is far too narrow given understanding threats/risks
and building capabilities to respond require multi-disciplinary responses—including those from the
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social behavioural sciences.”® In addition to getting the NISAB's terms of reference right, the Board
needs to develop as a high-level strategic decision-making body that can identify short, medium and
longer term research projects completed within the AIC and/or by external researchers. If it can
become a serious strategic decision-making body rather than just another ‘talk-fest’ then it will
contribute significantly to lifting the science and technology short-comings in the AIC identified by
the 2017 1IR. Time will tell how useful the NISAB will be, but an effective and comprehensive
approach to science, technology and capability development will also require ONI develop
a broader academic outreach program similar to the one the Canadian Security Intelligence
Service established over a decade ago. While individual agencies have a history of reaching out to
external academics and researchers; the culture of secrecy in the AIC is still very strong overall. The
desire and rhetoric by agencies to reach out to ‘outsiders’ to gain knowledge is there, but many
agencies still fall back to playing it safe by seeking answers to problems internally or using only a few
‘trusted’ external partners. This has the effect of denying the AIC access to a broader and diverse
range of knowledge and subject matter experts that can contest agency and enterprise biases. At the
time of writing, it does not appear that ONI has moved towards developing an AIC wide academic
outreach program. Such programs do take time to develop. However, ONI could start moving in the
direction of an eventually fully developed academic outreach program by commissioning useful less
costly initiatives such as inviting subject matter experts to webinar series to discuss a capability or
emerging threat issue. In addition to being another way for the AIC to garner critical external
knowledge on threats, academic outreach programs will also be important to supporting the
enterprise management role ONI is mandated to do. In particular, a viable program could help
ONI identify ways to adopt and coordinate enterprise-wide management strategies on training and
workforce issues in collaboration with external training and higher education providers.

Finally, whether all 23 recommendations and the key ones discussed here are implemented in
ways that result in a more effective, coordinated and integrated AIC does not just depend on
progress ONI can make in the next 2 years (2020-2022), but also in reforms underway in legislation
and oversight mechanisms. As noted, a major review of counterterrorism and intelligence-related
legislation (the Richardson Review) has been completed and is now being considered by the AIC.
A public version of the review is yet to be made available, which would provide insights into areas
where legislative reform may occur. However, it is likely the principal intelligence legislation-the
Intelligence Services Act 2001 which outlines the roles, functions, and powers of most AIC agencies
will be modernised to provide a clearer set of provisions and usage of intelligence powers across the
10 agencies. There may even be a rationalising of several pieces of surveillance and telephone
interception legislation and warrant application processes. However, it may take another 2 years (i.e.
2022) before accurate assessments can be made on how legislative reform might impact on the way
the AIC operates. Several other oversight stakeholders, in addition to the government such as the
INSLM, PJCIS and IGIS, and the public will all want to input into this wholesale legislative reform
process-likely resulting in further delays in enactment of new legislation. In summary, the direction
of the legislative reform process and how it will impact on ONI’s role and the broader AIC is a key
unknown variable at this stage.

Finally, how recommendations 21 to 23 are fully operationalised will also have longer term
impacts on shaping the effectiveness, integration and coordination of the AIC as an enterprise.
The 2017 IIR Reviewers have placed the predominant oversight of the expanded AIC on the
shoulders of the IGIS rather providing any significant increased powers to the PJCIS. The IGIS
overall has performed its oversight role well historically of the six original AIC agencies, but now
there are new layers of complexities with four additional agencies which only have a partial
intelligence function. With the government increasing the headcount at the IGIS, the oversight
role is expected to expand significantly in the next few years. However, in order to provide
a comprehensive oversight of the AIC, the IGIS will need to rethink its historical mission of mainly
focusing on compliance to legislation to a much broader oversight mandate of ONI's enterprise
management role. This means the IGIS will need to develop deeper and broader expertise
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beyond legislation to other areas of AIC performance such as use of technology, ethics, intelli-
gence sharing, and NIC performance. In other words, effective oversight will rely on not just
hiring more legal or policy people, but subject matter experts who can provide oversight on
a broader range of intelligence and technical matters than in the past. In order to carry out
successfully its expanded oversight role, the IGIS will need to build internal expertise that can
independently report to government that ONI is providing reliable enterprise evaluations of AIC
performance.

In summary, the 2017 IIR recommendations are now translating into significant enterprise
reform efforts in the AIC not seen since the Hope Royal Commission days. However, 2 years
since the establishment of ONI progress on implementation of many key recommendations
remains slow. In particular, the 2017 IIR reviewers argued in their report that the AIC needed an
uplift in coordination, integration as well as the ability to evaluate performance from an enterprise-
wide perspective. In order to meet this expectation and that of government, ONI will need to make
sustained progress particularly in several key recommendations discussed earlier. It will be critical
for ONI to construct formal and informal governance arrangements with AIC agencies, including
the DHA. It must also show a more agile capability in responding at the strategic level to emerging
threats and lead the narrative on how the AIC should respond to them. Additionally, significant
work is required in advancing other enterprise management initiatives in capability development,
training, workforce planning, science, technology, research and academic outreach. The next 2
years should be sufficient time to demonstrate whether ONI can demonstrate a solid and ‘value-
added’ enterprise leadership role over other AIC agencies in ways that results in a more integrated,
coordinated and effective AIC.
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